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Abstract

The development of digital technology has changed the lives of many people in terms of the velocity and
convenience of completing tasks. This technology has also been applied to the process of voting, yet electronic
voting is seldom used. The existing electronic voting scheme operates by applying various encryption algorithms.
This type of electronic voting can be problematic since the administrator is given full authority. The admin-
istrator cannot always be trusted, and the contents of the ballot could be forged or tampered by a single point
of failure. To resolve these problems, researchers continue to apply blockchain technology to electronic voting.
Blockchain technology provides reliability and data integrity because all untrusted network participants have
the same data. In this paper, we propose an electronic voting system that secures reliability by applying
blockchain technology to electronic voting and ensures secret voting.
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1. Introduction

Voting is often referred to as a flower of democracy, as it is a process in which voters can express their
opinions directly. The current paper voting system is quite costly and time consuming, and because of
this, electronic voting has been proposed as an alternative. Conventional electronic voting has attempted
to provide convenient and secure voting using cryptographic algorithms. However, in a centralized
structure, it is possible that administrators may take advantage of their privileges and forge or tamper
with the voting data. Additionally, since it enables the possibility of a single point of failure, it is only
utilized with small numbers of people so far. Recently, various research has been conducted on applying
the blockchain technique to solve the issue of trust and the threat of a single point of failure. Blockchain
refers to the fact that all participants in a peer-to-peer (P2P) network are assured of the reliability of the
same data by applying various consensus algorithms. The application of this feature to electronic voting
ensures that all voting data is processed as a transaction and stored in a block so that malicious network
participants cannot easily tamper with the data.

In this paper, we propose increased integrity in voting by encrypting the contents of the ballot using
blockchain electronic voting and ensuring confidentiality to voters so that they cannot be identified by
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the content. To this end, Section 2 describes related research on electronic voting and blockchain, and
Section 3 proposes a way to meet all the security requirements of electronic voting. In Section 4, we
analyze the proposed security requirements and analyze the voting processing speed.

2. Related Research

2.1 Electronic Voting

Electronic voting means electronicizing all the procedures for voting. The voting process consists of
setting up candidates, voting, identification, voting, counting, and scoring. All processes must be per-
formed reliably to have a legitimate effect as an election [1]. A variety of techniques have been proposed,
such as short message service (SMS) electronic voting using a smartphone or a telephone, voting using

a general server, and tablet PC [2-4].

Characteristics of electronic voting

Electronic voting is implemented by applying appropriate cryptographic algorithms. This scheme must

satisfy the following voting requirements as proposed in [1]:

— Completeness: All information compiled on the ballot should be handled correctly.
— Soundness: Votes should not be interrupted by unjust voters.

— Privacy: No one else should know what the voter voted for.

— Unreusability: Voters must be able to vote only once.

— Eligibility: Voters can only vote if they have the power to vote.

- Fairness: No matter what happens, you should not influence your vote.

— Verifiability: Anyone should be able to verify the results of the voting.

Problems of electronic voting

Electronic voting has the advantage of fewer constraints of time, space, cost less to proceed with the
vote counting that is fast and convenient. However, many countries are not currently using it. This is due
to the lack of reliability of the system and the problems of data forgery and modulation. In recent years,
increasingly there are many studies that suggest the electronic voting system by applying the blockchain

to solve these problems [5].

2.2 Blockchain

The blockchain was first proposed by Satoshi Nakamoto [6] in 2009 and the most important feature of
blockchain technology is that all participants have the same data in the form of the distributed database
described above. Periodically generated blocks are connected in order of block thus, if the data is falsified
or modulated, the attacker cannot easily modulate the data because the subsequent blocks must be
changed from the previous block (Fig. 1). Blockchain has various classifications and characteristics, as
indicated in Table 1. The blockchain consists of competitive and non-competitive types of consensus

algorithms depending on how the blockchain is maintained [7]. The description is in the Table 2.
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Fig. 1. Configuration of blockchain.
Table 1. Classification and characteristics of blockchain
Public Private Consortium
o, - Independent use of an TR
Definition Everyone joins the network S Several institutions join
nstitution
Authority Anyone can read Only authorized organizations can view

Anyone can verify and

Validate and approve
approve

Creating a
transaction

Anyone can create
transactions

Difficult to change

Governance the first rule

Characteristic Public, distributions

Speed Slow

Case Bitcoin, Ethereum, Ripple

Approved authorities and supervisors

Only those responsible are responsible

Can be changed according to the decision of
participating organization

Private, centralize
Very fast compared to public blockchain
Hyperledger Project, EEA, R3CEV

Table 2. Comparison existing consensus algorithms

PoW PoS DPos PBFT Raft
Participation Open Open Permissioned Permissioned Permissioned
Energy saving No Partial Partial Yes Yes
Tolerated power of <25 <51 <51 <333 <333

adversary (%)
Fork occurrence Occur Occur Occur Not occur Not occur
Example Bitcoin Ethereum EOS Hyperledger Quorum
Fabric

2.2.1 Competitive consensus algorithm

The competing consensus algorithm ensures unity in the blockchain network by accepting only one

consensus that satisfies the condition through proceeding to different consensuses at several places in the

untrusted system at the same time. In the case of the competition algorithm, all the nodes participating in

the network can be a part of the negotiation even if they are not directly participating. However, there is

a possibility of double payment or double voting because the branch occurs when competing nodes

generate blocks at the same time. Competitive algorithms include proof-of-work (PoW), proof-of-stake

(PoS), and delegated proof-of-stake (DPoS).

J Inf Process Syst, Vol.16, No.2, pp.421~434, April 2020 | 423



A Study on Electronic Voting System Using Private Blockchain

Proof-of-work

PoW is a structure in which nodes participating in a block chain work and receive compensation. For
example, it can be said to draw the 1st place in a running race. PoW finds the data and nonce values
smaller than the size set using the hash algorithm. Because PoW is the key to fast hashing, hardware with

high computational power is needed.

Proof-of-stake

PoS is a structure that receives compensation for ownership (assets, additions, etc.). PoS is proposed
to solve the problem of excessive energy consumption of PoW. The initial algorithm of the PoS was
inefficient because it is advantageous to those who have a lot of stakes. In order to solve this problem,

we have improved based on the amount of possessed property and the date of possession.

2.2.2 Non-competitive consensus algorithm

Non-competitive consensus algorithms are a way of proceeding only one agreement at a time in a
trusted system. And all nodes participating in the network check and reply to agreements. However, there
is a disadvantage that if the malicious node participates more than a certain number, the system cannot
be maintained. Practical Byzantine fault tolerant (PBFT) algorithm, Paxos algorithm, and Raft algorithm

are examples of non-competitive algorithms.

Paxos

Paxos is a consensus algorithm that tolerates failures. Paxos consists of two stages: advance
confirmation and acceptance processing. The pre-confirmation is carried out by the node that proposes
the consensus, delivering the message for the consensus to another node. Then, if more than half of the

other nodes agree with the message, it is a structure that generates a block.

Raft

Raft is an algorithm for solving the Paxos algorithm. Paxos proceeded with a verification node, but
Raft selects a leader. Because the leader is elected, the processing and consensus process is accelerated
(Fig. 2). In addition, the process has been simplified because it does not go through a validation node. It

is being used by Quorum, which is a representative project of the Enterprise Ethereum.

Message
_—

Reply

Fig. 2. Raft consensus algorithm.
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Practical Byzantine fault tolerance

PBFT is an algorithm that solves the problems of uncertainty and performance which are the
disadvantages of competitive algorithms. Uncertainty refers to the likelihood of a branch, and
performance refers to the number of data that can be processed per second. The characteristics of the
PBFT should be known to all participants in the network in advance. The disadvantage is that it can be

maintained only whenn = 3f + 1 when the number of nodes is n (Fig. 3).

Pre prepare prepare Commit

::::E g % /

Fig. 3. PBFT consensus algorithm.

2.3 Electronic Voting Using Blockchain

Existing electronic voting has not gained confidence due to the possibility of data tampering. To solve
this problem, [8] tried to conduct an electronic voting for the first time using the first blockchain, the
Bitcoin. However, since the winner uses the Bitcoin by using the lottery protocol, it has difficulty in
actual application. Since then, [9] has described the electronic voting structure in the Bitcoin as a process
of authentication, voting, and counting. However, there is a disadvantage that the user is not provided
with privacy. [10] added privacy by adding a ring signature to the Bitcoin electronic voting system. Since
then, much research has been done and Ethereum based electronic voting system has been proposed. [11]
is provided privacy using blind signatures, and [12] is presented electronic voting using smart contracts.

However, there is a problem in that fairness cannot be guaranteed because all researches transmit
transactions in plain text. In addition, the above researches have the possibility of double voting due to
the use of public blockchain. When such problems arise, it is suitable for electronic voting private
blockchain to be utilized. A private blockchain can be used to restrict participants and prevent the
possibility of data tampering. In addition, the branch generated in the public blockchain does not occur
in the PBFT consensus algorithm, thereby preventing double voting.

For this reason, this proposed method proposes an electronic voting system that operates in private
blockchain. We propose an electronic voting system that provides privacy and fairness through data
encryption by preventing the double voting by using PBFT, which is the algorithm of consensus of private
blockchain.

3. Proposed Scheme

In this section, the authors propose a method to satisfy the various security requirements of electronic
voting using private blockchain. The proposed method consists of the voting manager, the voting server,

and the counting server, and assumes that all participating objects are in secure communication (Fig. 4).
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Additionally, it includes the election commission, the polling location, and the ticket office. In this
proposed scheme, after the election committee establishes a vote, the public key is transmitted to the

voting servers by generating public/private key pair at the counting server. Subsequently, the election

committee registers candidates and voters after they authenticate, and at the time of voting, the voters

connect to the voting server and insert data into the transaction and vote. Finally, when the ballot is

complete, the election committee sends the counting message and whole block to the counting server,

decrypts it with the private key of the counting server, and broadcasts it after the counting.

Counting Server

Management server

2

Polling place Voters

+ Create counting key pair |

+ Create candidates
+ Generate candidate information list

Public key released

CM, Block

1 Registration request I

« Voter registration
+ Create voter list

-

request I

|- Voter Verificati || = Autt

+ Select Candid

+ Generate blocks after collecting

+ Calculate decrypted data
Broadcasting the result of counting

Decryption of encrypted data stored in block

transmission, connection

ock verification and

Encrypt by concatenating time
with selected data

. « Transferring encrypted

for 10 information with transactions

Information

Fig. 4. Scenario of the proposed scheme.

Table 3. System parameters

Parameter Description

1Dy, ID of voter V;

PWy, Password of voter V;

Dgi .. Decryption with secret key SK-
CL Candidate list
TS Transaction
VL List of voters

RC; Registration code of i-th voter
VM Verification message
cM Counting message

PK. Public key of the counting server
SK. Secret key of the counting server
Epk, Encryption with secret key PK
Cl; i-th candidate information

Block Block that can be connected to a blockchain

V; i-th voter

PKy, Voter's public key

SKy, The voter's private key

Sigsk, Signed by voter's private key
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System parameter

The system parameters in the proposed scheme are as follows in Table 3. Each participant object

indicates: M is management server; P, polling place; C, counting server; and V, voter.

Preparation phase

In the preparation phase, the management server sets up a vote. The setting will include the voting

subject, content, and time. The counting server has a phase of generating a public private key pair and

transmitting the public key to polling place.

Step 1. The M establishes the poll using data such as voting topic, content, time, and so on.
Step 2. The C creates its PK/SK pair and sends it to the P.

Registration phase

In the registration phase, candidates and voters are registered and candidates submit their information

to generate a candidate list. The management server generates VL through the registration code RC,

transmitted after the identity authentication, and sends the public/private key to the V.

Candidate registration (Fig. 5)

Step 1. Candidate requests registration to the M.

Step 2. The M requests CI. CI can include name, age, affiliation, and so on.
Step 3. Candidate sends his information CI to M.
Step 4. The M receives CI and generates CL.

Management Server

&

1. Request.registration Candidate Voters

2.Request.Candidate Info(Cl;)

3.Send CI;

4.Generate CL

Fig. 5. Candidate registration phase.

Voter registration (Fig. 6)

Step 1.
Step 2.

Step 3.
Step 4.

Step 5.
Step 6.

V requests registration of V to the M after register the member with ID/PW.

The M requests the V's identity information VI. VI can contain name, age, address, and so
on.

V verifies his or her identity with data such as passport and ID card.

The M sends the registration code RC to the V. RC generates a PK/SK pair with a key
generation algorithm and a random seed value.

V generates PK/SK using RC and sends PK to the M.

The M receives the PK and generates CL and VL through the VI and sends it to the P.
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&

Management Server

2.Request.Voter Info(V1;)

| 3.Verification.VI | 4. Send RC:
. i

&

1. Request.registration voter Voters

5.Generate

(SKy,, PKy,)

6.Send PKy,

| 7.Generate VL |

Fig. 6. Voter registration phase.

Voting phase

In the voting phase (Fig. 7), the voter has the process of voter authentication process at the polling

place, receives the candidate information, selects the candidate, concatenates the selected data with the

voting time, encrypts the encrypted data, and inserts the encrypted data into the transaction. The structure

of the transaction is shown in Table 4.

Polling place 1. Request. verification voter(ID, PW)

&

Voters

2.Send VM (Verification Message)

3.VM Il Sigsk, (H(VM))

4. Veri(Sigsg, (H(VM))

5.5end Epg,, (CL)

6. Dk, (Epk, (CL)), Choose.CI

7.TS(Epk,(CI || Time))

Fig. 7. Voting phase.

Step 1.
Step 2.
Step 3.

Step 4.

Step 5.
Step 6.
Step 7.

Step 8.

V use ID / PW to request voting at the P after login.
The P sends the VM to the V.

V signs the VM with the private key of the revocation and sends it to the P.

signs > VM |l Sigsk,(VM)
P verifies the signature with PK.
Verify — Dpx (VM) = VM
P transmits the CL encrypted with the public key.
V decrypts the encrypted data CL and selects the candidate.

After encrypting the selected CL with PK, insert CL || Time into TS and send it to the P.

TS(EPKC(CL [I Time))
The P receives the TS and checks that the V has voted.
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Table 4. Components of a transaction

Field Description

From Sender

To Recipient

Signature Verifier's signature

Data Fields that can contain messages

Block creation phase

The block generation step transmits the transaction in which the voter has submitted the encrypted data

to the polling place and has block creation (Fig. 8). The polling place then checks the validity of the

transaction with the other polling places. The validated transaction is sent to the M, and the M collects

the transaction for one minute, generates a block, and sends it to all polling places to connect to the

blockchain (shown in Fig. 9). The configuration and examples of the blocks are shown in Table 5.

g

Management Server

3. TS(EPKC(CI | Time)) 2.Verification. TS

Biifing placx L.TS(Epk (CI | Time)) Vofers

4.Collection.TS

5.Create. Block;

8.Connect to Blo

Fig. 8. Block creation

Fig. 9. Block creation.

T 6. Block;
I
7. Verification. Block; 7. Verification.Block;
ckchain 8. Connect to Blockchain
phase.

Private Blockchain

s I"I':Ql!-ﬂ-l
Database (¢
L=
[CR
— e —
Polling place Management

server

Authenticator

R e Ecdd i

© 6 6 0

Voter 1 Voter 2 Voter 3 Voter 4
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Step 1. V shall disseminate all his/her votes to the polls.
Step 2. P requests the validity of the TS transmitted to the other P. The validity check checks whether

the user who created the transaction is a registered user and whether the user voted once.
Step 3. When the validation is completed normally, P signs the TS and sends it to the M.

Step 4. The M collects the TS, generates the Block, and transmits the Block to all P.
Step 5. All P connect the Blocks received to the blockchain.

Table 5. Components of a block

Field Description
Index Block generation number
Hash The hash value of the block
Previous Hash The hash value of the previous block
Next Hash The hash value of the next block
Transactions The hash value of the next block

Counting phase
The counting phase is carried out by the management server sending the counting message and the
entire block to the counting server. The counting server decrypts the encrypted data in the transaction of
the block with the private key of the counting server to proceed with counting (Fig. 10).
Step 1. When the voting time is over, the M sends CM and all Blocks to the C.
Step 2. Extracts all TS from Block.
Step 3. Decrypt the encrypted candidate information inserted in TS into SK.
Dy, (EPKC(CL I Time)) - CL
Step 4. Confirm the CI and broadcast the results after completing the counting.

&U O
Management Server Counting Server

1. Send to CS Counting Message(CM).Block

| 2. Extractlion TS |
I

| 3. Dk (Epx (CI || Time)) |
|

| 4. Counting.Cl |
1

| 5. Announce Counting Results |

Fig. 10. Counting phase.

Validation phase

The verification step proceeds by requesting the election private key to the counting server and
requesting voting data from the blockchain. It receives both the election private key and the voting data,
and decrypts and validates the voting data with the election private key.
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Step 1. The verification requester requests SK of C.

Step 2. The verification requester requests all Blocks of blockchain.

Step 3. Decrypt the encrypted candidate information inserted in TS into SK.
Dsc; (Epe (CL I Time)) - CL

Step 4. Confirm the CI and validate the results after completing the counting.

4. Analysis

This section analyzes the satisfaction and processing speed of security requirements in the proposed
electronic voting system based on the private blockchain. This proposal is unique in that it involves an
electronic voting system that provides confidentiality and fairness among the security requirements for
encrypting voting data and creating transactions (shown in Table 6).

— Completeness: This proposed scheme, which operates on blockchain, provides the integrity of the

data and provides a complete vote. - Of fered by TS (EPKC (CL I Time)) in block

— Soundness: It is possible to identify the wrong voter with this list of voters in proposed scheme. In
the case of a duplicate vote, only the first round of voting is accepted as a normal. —»
Of fered by Voter List and Block Creation in Step 2

— Ballot Data Privacy: The contents of the ballot form in the proposed method are encrypted to the
candidate's information by the counting server's public key, so the contents of the ballot form are
kept secret. » Of fered by Epg_(CI || Time)

— User Privacy: User privacy is provided to generate and proceed with the new election party key. »
Of fered by registration phase in voter regestration

— Unreusability: When a voter completes a vote, they check that they have voted, and when they
receive a transaction, they cannot vote to check whether the polls are duplicated through
validation. » Of fered by Block Creation in Step 2

— Eligibility: The management server creates a voter list and verifies the signature through the public
key list of the voter list, so the voter cannot vote. - Of fered by Voter List

— Fairness: The proposed method does not affect voting because the contents of the ballot are
transmitted in encrypted form and therefore not disclosed. — Of fered by Epy (CI |l Time)

— Verifiability: After the election is over, the verifier can verify the results by disclosing the private

key of the counting server. - Of fered by validation phase

The method using the Bitcoin platform [9,10] also uses the characteristics of cryptography and
trustworthy TTP (Trusted Third Party) institutions to vote but does not guarantee fairness because it
does not encrypt the voting data. Also, [11,12] does not guarantee confidentiality and fairness because it
confirms that the Ethereum platform will vote on the transaction of the cryptographic currency, but the
transaction is open and sent to the candidate address. In this proposed scheme, when the transaction is
created, the voting data is encrypted and sent to the polling place, ensuring confidentiality and fairness,
and ensuring reusability and unreusability through validation of voter list and transaction. In addition, it

is possible to provide user privacy to newly generate and proceed with the election key, and to provide
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privacy to the data generated by the user to encrypt the data voted by the user. Verification also ensures

that after the voting is done, the private key of the counting server will be made public so that everyone

can verify it.

Table 6. Comparison of security requirements of existing blockchain-based electronic voting system

Liu and Wang

Hjalmarsson et

Item Lee et al. [9] Wau et al. [10] 1] al. [12] Proposed scheme
Completeness Offered Offered Offered Offered Offered by using
blockchain blockchain blockchain blockchain blockchain
Soundness x x x X Offered
Ballot Data X X X x Offered by using
Privacy Epk, r |
Time)
User Privacy X Offered ring Offered x Offered by using
signature Blind signature generate keys
every election
Unreusability Offered hash Offered TTP Offered smart Offered smart Offered by using
table contract contract TTP, PBFT
algorithm
Eligibility Offered hash Offered TTP Offered smart Offered smart Offered by using
table contract contract voter list
Fairness X X X x Offered by using
encryption
Verifiability Offered Offered Offered Offered Offered by using
blockchain blockchain blockchain blockchain blockchain

The comparison in table 7 of the processing speed is compared with the algorithm of the consensus on
the Bitcoin platform used in [9,10] and the algorithm of Ethereum platform consensus of [11,12] with the
PBFT consensus algorithm used in the proposed method. The comparison will be made by 100 people,
1,000 people, 5,000 people according to the number of votes. The PBFT algorithm can process about
1,000 to 1,500 transactions per second [13]. This can vary depending on the system configuration and
scale. The PBFT algorithm differs greatly from the processing speed of the cryptography platform and I
think that this algorithm can be used in medium and large electronic voting.

Table 7. Number of votes per second per platform (unit: second)

Number of transactions Processing
100 1,000 5,000 speed (TPS)
Bitcoin consensus (PoW) [9,10] 5 200 1,000 15-20
Ethereum consensus (PoW) [11,12] 25 250 1,250 34
Proposed scheme (PBFT) 0.06 0.6 33 1,000-1,500

5. Conclusions

In the online environment, the electronic voting system has been undergoing many studies to ensure
the voting process and the reliability of the results. Although many approaches have been proposed for
solving these problems using blockchain, many security threats and inherent characteristics in blockchain
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platforms have not yet offered the security requirements in electronic voting environments [14]. In this
paper, we propose an electronic voting system using blockchain by using voting data encryption in the
way that voting data is disclosed in electronic voting using existing blockchain platform, We propose a
system that satisfies all the security requirements of the system and improves the performance of the
algorithm by about 50 times than the algorithm of the algorithm in the existing public blockchain by
using the algorithm of the private blockchain. In addition, the most important feature of the proposed
electronic voting system is that the voting data can be transmitted by encrypting the transaction, so that
it cannot be negated when generating the blocks by collecting the transactions at the management server,
so that a transparent voting result can be expected. If an electronic voting system is developed and
commercialized in this way, it will be expected to reduce the cost of voting and increase the turnout rate.

In future, it will be necessary to research on the processing speed and safety that can be extended to

real world by applying to private blockchain platform.
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