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Abstract

We present a new technique, called VED (very effective debugging), for detecting and correcting division by
zero errors for all types of .NET application. We use applications written in C# because C# applications are
distributed through the internet and its executable format is used extensively. A tool called Immunity Debugger
is used to reverse engineer executable code to get binaries of source code. With this technique, we demonstrate
integer division by zero errors, the location of the error causing assembly language code, as well as error
recovery done according to user preference. This technique can be extended to work for other programming
languages in addition to C#. VED can work on different platforms such as Linux. This technique is simple to
implement and economical because all the software used here are open source. Our aims are to simplify the
maintenance process and to reduce the cost of the software development life cycle.
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1. Introduction

Nowadays, Intermediate languages such as .NET and Java are widely used among modern software
development programming languages. Source code written in one of these programming languages is
compiled to an intermediate language; the compiled code is utilized by the user to deploy or install the
application. Intermediate code is difficult to understand yet useful for making improvements to the
application. Making modifications to intermediate code is difficult due to its complexity; however,
debuggers can be utilized to simplify the process of extracting and modifying binaries of intermediate
code. CodePatch is the latest error recovery tool developed by MIT for three types of programming error
recovery using binaries [1]. Error recovery is a major task in the maintenance phase of the software
development life cycle (SDLC). Typically, the duration of software development may last 1 to 2 years,
while the maintenance phase can span 5 to 10 years [2]; more time is spent on maintenance (i.e., fixing
or correcting) than on actual development. Quality assurance is affected by buggy code to a significant
extent; significant maintenance also results in increased software development life cycle costs.

In the field of software development, programming languages and platforms are constantly evolving;
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software error recovery tools must be flexible to accommodate these changes. In this paper, we present
division by zero error recovery using reverse engineering of code. Our main objective is to make error
recovery performed during the maintenance phase flexible and easy to use. Compile time errors can be
easily detected and corrected during the development phase so that we are left working with only runtime
errors. Division by zero errors are examples of runtime errors; these are most often detected after product

release. In this paper, we present available techniques, our method, and a sample application.

2. Related Work

Programming error detection and correction research started with the identification and classification
of errors. In 1947, Richard Hamming presented Hamming codes used for error correction [3]. Significant
research on source code followed and research in reverse engineering started in the early nineties.
Further research is being done and is in three main domains: program analysis, design recovery, and
software visualization. In 2015, Sidiroglou-Douskos et al. [1] proposed error recovery by automatic
code patching using C/C++ and Python. Most research until now has been done with C, C++, and
Python; however, a fair amount of research has also been done with .NET. Reverse engineering .NET
applications is a tedious process due to the metadata present in the source code; this characteristic is
the reason we chose a .NET application to perform the experiment. There are various techniques, listed
below, that can be used for error recovery.

* Code Phage: A system for automatically transferring correct code from donor applications into
recipient applications that process the same inputs to successfully eliminate errors in the recipient
[1]. In this method, binary code is used. Code Phage works for out of bound access, integer
overflow, and division by zero errors.

* N-Version programming: N-version programming, as the name suggests, develops multiple
applications from the same specification. All implementations are executed, and the results are
compared to detect for any faulty versions. The expense of N-version programming and a
perception that multiple implementations may suffer from common errors and specification
misinterpretation have limited the popularity of this approach [4].

* Program fracture [5]: The program fracture method only works at the code level. In this method,
code is broken into multiple applications and is recombined again to implement an application
with equivalent functionality.

* Machine learning and data mining: Data mining is used to suggest corrective and preventive
measures to correct logical and syntactical errors [6]. In this technique database with profiling of
missing invariant. A comparison of correct and buggy code is performed and the system suggests
corrections.

* Tools: Tools such as source-to-source transformation [7], Kali [8], and Prophet [9] were
developed to make error recovery automatic. Some tools are specific to a programming language
and work only for a specific type of error. Error recovery with tools is easy to perform; however,
developing a tool that performs with 100% accuracy is difficult. The cost of error detection is
charged by the developer.

* CodeCarbonCopy (CCC): CCC is a system for transferring code from a donor application into a
recipient application. CCC starts with functionality identified by the developer to transfer into an
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insertion point (again identified by the developer) in the recipient [10].

* Logical error recovery: We have presented logical error recovery of C# applications using the
software ILSpy [11]. In this method, the application is reverse engineered by using binary code.
The binary code patching method is used here; in this method, error-causing code can be detected

and corrected manually with the correct code [12].

3. Proposed Technique

In mathematics, division by zero is an operation where division is performed with the divisor (or

denominator) equal to zero. Such an operation can be formally expressed as a/0. In calculus, with a/b
and with b approaching zero, the limit approaching from the right is + oo, and the limit approaching from

the left is — co. In computer programming, the solution to this problem is to return a value of ‘undefined’
or to simply return an error. To overcome division by zero errors, we propose a method called VED (very
effective debugging). In this method, we can automatically detect the error and take preventive measures
per user preference. With our technique, we can avoid abnormal program crashes and safely execute the

application without error.

3.1 Block Diagram

Fig. 1 displays a block diagram of VED. In Fig. 1, a C# application is used in a portable executable (PE)
file format. CFF Explorer [13] is used to detect the format of the PE file; the most suitable debugging tool
for the PE file format is then selected. Immunity Debugger [14] is most suitable for our application
because it is lightweight and works well with .NET applications. We have added a Python script to the
back end of the debugger to display error information. Immunity Debugger contains a Python
component (COM), which helps with Python script execution. Python scripts can communicate with
Immunity Debugger through binary code and the Python API. CFF Explorer and Immunity Debugger
are the tools used here; both tools are open source and are easily available.

* CFF Explorer [13]: A freeware suite of tools including a PE editor called CFF Explorer and a

process viewer. The PE editor has full support for PE32/64, including special field’s description
and modification, hex editor, import adder, signature scanner, signature manager, extension
support, and disassembler.
CFF Explorer is the first PE editor with support for .NET internal structures. The use of CFF
Explorer is to get the Portable Executable file format when the application source is unknown, and
the user wants to reverse engineer it with a reverse engineering tool. Many reverse engineering
tools with different functionality are available; users can choose the most appropriate tool
according to their specific needs. The C# application file type is called PE32 .NET Assembly, as
shown in Fig. 2.

* Immunity Debugger [14]: Immunity Debugger provides a powerful new way to write exploits,
analyse malware, and reverse engineer binary files. It builds on a solid user interface with function
graphing, includes the industry’s first heap analysis tool built specifically for heap creation, and
has a large and well supported Python API for easy extensibility. The Debugger is a Python 2.7
based debugger, making it easy to interface with using hooks or scripts written in Python.
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Fig. 1. Block diagram of VED.
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Fig. 2. CFF Explorer.
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- Scripting language is Python that makes scripting easy.
— Immunity Debugger's Python API includes many useful utilities and functions. Your scripts

can be as integrated into the debugger as the native code.

3.2 Role of Script

Immunity Debugger is a debugger with functionality designed specifically for the security industry. It
provides simple and easy-to-understand interfaces. This debugger is written in Python, and it provides a
robust and powerful scripting language for automating intelligent debugging. The script can be loaded
and modified during runtime. The VED script is using the inbuilt function of the debugger. Immunity is
a Python based debugger, so the script is written using Python 2.7.1. A code snippet of the script is shown

below.

def main(args):
imm=immlib.Debugger()
evento = imm.getEvent()
if evento:
if isinstance(evento, ExceptionEvent):
for a in evento.Exception:
if a.getType = isFltDivideByZero
list =]
list.append("Restart")
list.append("Exit")
imm.comboBox("correction measure",list)
if "Restart":
imm.restartProcess(mode= -2)
if "Exit":
imm.quitDebugger(self)

imm.log("Exception: %s (0x%08x)" % (a.getType(), a.ExceptionCode), focus = 1)
imm.log("Exception address: 0x%08x" % a.ExceptionAddress)
imm.log("Exception num param: %d" % a.NumberParameters)
for value in a.ExceptionInformation:
imm.log(hex(value))
else:
imm.log("Last event type: 0x%08x (%s) " % (evento.dwDebugEventCode, str(evento) ) )
return "Works"
else:
return "Cannot handle this exception"

Immunity Debugger’s Python API includes many useful utilities and functions; scripts can be as
integrated into the debugger as native code. In our experiment, the script handles divide by zero errors.
Immunity Debugger has an exception event function; as soon as an exception occurs, the script
determines the exception type. If a division by zero exception is determined to have occurred, debugging
scripts are executed and the debugging process functions as if a script were being processed. If a script is
not present, Immunity Debugger simply stops execution and shows the error in a log window (this can
be difficult to understand for beginners or new users). Many scripts can be added to the system to work

with different types of errors.
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3.3 Conducting an Experiment with a Sample Application

The C# sample application was created, and in it two integer numbers are divided. The application
takes its input from the user and shows the output as a division of two numbers. When the user inputs a
non-zero value for the divisor, the application works fine; when the divisor is zero however, it throws an
error and leads to the abnormal termination of the application. Fig. 3 shows the output of the sample
application.

The sample application’s executable file (Sample.exe) is loaded into Immunity Debugger. We have the
binary code of the application displayed on the debugger window; the sample application is being
debugged in Immunity Debugger. As mentioned in Section 3.2, a script is added to the root directory. As

soon as the error condition is encountered during execution, the script is executed.

Fig. 3. Sample application.

We use an event handler of class Immunity and extend its functionality. We have added the condition
that if a division by zero error occurs, the script must then display an error message containing the
location of the error in hexadecimal format. This script helps with error detection and with handling the

abnormal termination of the application. The script output is shown in Fig. 4.

Error

l i Integer division by zero at 00010488

QK

Fig. 4. Output of script.

The script output shows the error message and the location of the error. The location in hexadecimal
and the instruction set casing error can be obtained by searching in the debugger window. Fig. 5 shows
the output of a successfully conducted error detection experiment.

The location at 0x001E0488 is in hexadecimal format and the associated instruction is shown as IDIV
EBX. Assembly instruction IDIV [15] denotes a division of two integers; EBX represents the divisor,
which is present in ‘B’ register. A default rule of assembly language is that the accumulator in ‘A’ register
means that the dividend is stored in ‘AX’ register. In the case of multiplication and division, register ‘B’
also works as an accumulator. After the exact working assembly code is determined, we can take
preventive measures. Correcting division by zero errors is challenging and ambiguous because there is
no exact mathematical solution; error prevention measures must be taken while coding. There are a few

possible solutions however, as mentioned below.
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isters (FPU)

MOV ESI,E
MOV E

MOV EDI,El
MOV E

—ugn RETURN to clr

Fig. 5. Error detection.

3.4 Error Correction

Fig. 5 shows the detection of the division by zero error. In Section 3.4, we show error correction
measures that are considered by our script. There are many possible options for error recovery; the
selection of a particular option will vary depending on user need and choice. To implement error
correction measures, we have added a combo box after the error message window. The combo box offers

two options: ‘Restart’ and ‘Exit’. Fig. 6 shows the choices presented to the user.

Fig. 6. Error correction options displayed in the combo box.

Choice 1: “Restart”
When the user selects ‘Restart’, the debugger rolls back to the previous process and the user can

input new values to avoid the error. This choice helps the user; the abnormal crash condition is

avoided and error free debugging is enabled.
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Choice 2: “Exit”
When the user selects ‘Exit’, Immunity Debugger exits the process and the debugging process
stops. This option also useful for avoiding anomalous application crashes. The detailed working
of VED is shown in the flow chart in Section 3.5.

3.5 Flow Chart

Fig. 7 shows a detailed flow chart of the VED technique. From Fig. 7, it is clear that if user preferences
are different from the choices given in the combo box, the user can cancel out of the combo box and
processed as per choice. Fig. 5 shows a cancelation button used to exit normal program execution as
specified in the script. When the user chooses the cancel option, program flow of the script is halted and
the user can take preventive measures with the help of breakpoint setup or code patching.

( Start |
v

C#.Net Program for
Division of two numbers

1 Net Application |

No Error

CFF Explorer

Decide No
Debugger

Yes

= : I ity Debugger I
v
I Binaries I

Take input
form user

No

| Error type and address
message

Y
Recovery
choice

Assembly
Restart Exit

code

r Stop

Fig. 7. Flow chart of VED.
3.6 Possible Error Correction Solutions and Challenges

In this section, we discuss other potential solutions for division by zero errors. These solutions are not

included in the script; however, in the future these can be implemented to improve system performance.
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We discuss each solution along with any possible challenges in implementation.

1. Breakpoint: A conditional breakpoint is set up to check if EBX=0; program execution must stop
upon detection of this condition. The challenge for this solution is breakpoint setup; we have to
place one every time before debugging starts and owing to the presence of metadata within a NET
application, this does not work well for .NET applications. Despite Immunity Debugger being
best suited for .NET applications, breakpoints do not work well for .NET applications.

2. Replace EBX value: If we change the value of EBX from 0 to 1, program termination can be
avoided; however, this leads to the wrong output being generated and the adoption of the wrong
mathematical logic. This could ultimately be a significant problem if the application is for banking
or scientific research.

3. Avoid Division Operation: A RET instruction can be placed to avoid division operation. This
solution will enable the program to avoid termination; however, this workaround will lead to the
wrong result.

4. Script: A script is implemented and an error message is displayed if necessary; the script can ask
the user whether to restart or exit or roll back execution and accept another value for the divisor.
This method is the most logical and practical out of all the above. Section 3.3 demonstrates this
correction method, although it is not particularly useful. With this method, an abnormal crash
can be avoided and the program can terminate safely. If more options are presented in the combo

box, error recovery will be more efficient.

3.7 Summary

Our system presents the detection of division by zero errors and possible error correction measures.
The VED experiment is still in progress. Runtime errors are mostly detected in the post-release phase and
these can be recovered with this method. VED is more suitable in the post-release phase because runtime
errors are mostly detected after release. All software used here is free; it is economical and easy to install.
Memory requirements are very low and system performance is good; automatic detection saves time and
effort. VED will be useful for all types of programming language and also for Linux operating systems.
VED is sustainable; it works despite the continuous change and evolution seen in programming

environments.

4. Conclusions and Future Work

Software maintenance is the most expensive part of the development lifecycle; nearly 60% to 70% of
the total budget is allocated to this phase. We attempt to minimize maintenance costs and maximize
customer satisfaction by providing the best software quality possible within a short time. Our method
will be useful to developers by reducing the cost and effort of error recovery; this method is better suited
for small scale software firms, as the tools available for performing error recovery are not free. Future
work with this method is to attempt to automatically handle many types of error. Many error recovery
tools are currently available in the market, but a fee that many small start-ups and software firms cannot

afford is charged; VED will work perfectly for users in this market segment.
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