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Abstract

Internet of Things (IoT) is the paradigm of network of Internet-connected things as objects that constantly
sense the physical world and share the data for further processing. At the core of IoT lies the early technology
of radio frequency identification (RFID), which provides accurate location tracking of real-world objects. With
its small size and convenience, RFID tags can be attached to everyday items such as books, clothes, furniture
and the like as well as to animals, plants, and even humans. This phenomenon is the beginning of new
applications and services for the industry and consumer market. IoT is regarded as a fourth industrial
revolution because of its massive coverage of services around the world from smart homes to artificial
intelligence-enabled smart driving cars, Internet-enabled medical equipment, etc. It is estimated that there will
be several dozens of billions of IoT devices ready and operating until 2020 around the world. Despite the
growing statistics, however, IoT has security vulnerabilities that must be addressed appropriately to avoid
causing damage in the future. As such, we mention some fields of study as a future topic at the end of the survey.
Consequently, in this comprehensive survey of IoT, we will cover the architecture of IoT with various layered
models, security characteristics, potential applications, and related supporting technologies of IoT such as 5G,
MEC, cloud, WSN, etc., including the economic perspective of IoT and its future directions.
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1. Introduction

Internet of Things (IoT) is defined as the extension of Internet into real world objects wherein physical
items are present both in real and virtual worlds and can be monitored remotely [1], according to Jie et
al. [2]. It is an interconnection of massive devices in cyber space through data collection, sharing, and
analysis in heterogeneous networks. The growth of IoT depends on advances in mobile devices,
embedded and ubiquitous communication, cloud computing, and data analytics [3]. IoT provides
services over the traditional Internet by enabling human-to-thing, thing-to-thing, or thing-to-things
communications [4]. The pervasive presence of embedded systems around us with RFID tags, sensors,

and actuators that can interconnect to each other to reach common goals is regarded as IoT [5-7].
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The term ‘Internet of Things’ originates from the supply chain management scenario [8] referred to by
Kevin Ashton. Mr. Ashton, an assistant brand manager at P&G, proposed the application of RFID in the
supply chain and later formed Auto-ID Lab at MIT [9]. Since then, many multinational organizations
around the world have been participating in the development of IoT [10].

IoT has gone through further design changes over the course of its development period. The early
scenario of IoT was a three-layer model with sensors and actuators as underlying layer, further covering
the top of it as the cloud computing layer [8]. Service-oriented architecture (SOA) turned out to be the
next applicable model to implement IoT [5]. The concept of SOA is as simple as a component-based
model that can be constructed to connect numerous services through interfaces and protocols [11].
Recent studies show that the compatible and applicable model for IoT is considered to be CISCO’s seven-
layer model. The early report by CISCO describes the seven-layer model in detail with possible
applications [12].

As we have mentioned in the abstract, and with many references raising the alarm [4,5], the security
perspective in IoT must be considered seriously. Due to the lack of support for advanced cryptography
mechanisms and low computational power, IoT devices are very vulnerable to security attacks [4]. The
Denial of Service (DoS) attack is one of the common scenarios in the IoT threat case [13]. To provide a
solid framework for Security, lists of requirements are proposed in the academe. Mosenia and Jha [4]
proposed the combination of the CIA triad as confidentiality, integrity, and availability and IAS octave
as accountability, auditability, trustworthiness, non-repudiation, and privacy to be compact security
requirements.

Because of the miniaturization of the embedded computing devices and features of peer-to-peer
networking and communication over the traditional Internet architecture, there are various application
criteria to be proposed. Sensors and actuators, too, lay the foundation in the serviceability of IoT. The
novel IoT application was started with a simple Coke vending machine [14] that already provided the
features of checking the status such as coldness and availability of loaded cans. Furthermore, applications
including Smart Grid, Smart Transportation, Smart Cities [2], smart buildings, health monitoring, energy
management, construction management, environmental monitoring, production and assembly line
management, and food supply chain [4] are regarded as potential IoT applications. The airline industry
also applies the RFID baggage tracing mechanism [15] as well as the application of IoT in agriculture
[16,17] and E-commerce services [18] in the paradigm of supermarkets have been provided.

Besides the applications of IoT and security specifications, various other supporting technologies of
IoT need to be taken into account. For example, Cyber Physical Systems (CPS) are the integration of cyber
and physical components through modern computing and communication technologies [19]; Cloud
computing paradigm is also proposed in convergence with IoT [20], mobile edge computing (MEC), and
mobile cloud computing (MCC) technologies composed of numerous edge side layer computing servers
located at telecom towers or crowded spots near the end users, which handle the partial load of data
preprocessing to ease the volume for the cloud and improve user content delivery access speed and
bandwidth [21,22]. Direct mobile-to-mobile communication support with 5G technology [23], big data
support for IoT [24], and machine learning for massive data preprocessing and security provisioning [25]
will support IoT QoS efficiency, data integrity, and scalability.

The rest of this paper is organized as follows. In Section 2, we list and discuss related surveys,
comprehensive studies on 10T, security, scalability, and other related materials that we found useful. We

list the information in tabular format so that readers can have a critical overview and a comparison of the
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found resources, and we refer to the state-of-the-art and cornerstone research works that are considered
important in the academe and the industry. Next, in Section 3, we cover the state-of-the-art IoT and its
development cycle with various figures and charts. We discuss the institutions and organizations working
for the development of IoT as well as provide detailed discussion of the layered architecture of IoT from
three-layer to seven-layer models, including the potential applications of IoT and existing research on it.
Furthermore, we list the related technologies in every layer combined with IoT and also provide a short
discussion of IoT economies of scale. Security is also one of the very important points in IoT, so we draw
attention to the security aspects in Section 4 and current research on this area, and what countermeasures
are implemented and published will be covered. In addition, we mention briefly the several frameworks
of IoT security and role of cryptography in the construction of defense mechanisms for IoT security.
Next, we provide the future topics and directions. The conclusion and acknowledgment are presented in

the next sections.

2. Related Work

There are various existing surveys, and research has been carried out in the academe. Note, however,
that finding out about all these materials and resources will take a tremendous amount of research time.
To make it easy for newcomers in the IoT field and to give comprehensive information about the diverse
areas of IoT we dedicate this section for other existing related surveys, literature, and research works of
many other popular authors so that readers can quickly switch to other works and get more detailed
information. In other words, with this single survey paper, we try to accomplish one paper access to the
entire IoT field.

To make information clear and concise, we have set up tabular information by putting the citations to
the survey and research papers of various mostly cited papers in periodical format. Research and survey
papers that came out from year 2000 up to the current time were considered. We set two different
categories for the material: research and survey. We also reviewed existing materials in the six main fields:
IoT, 10T security, fog/edge and cloud computing, CPS, and MEC/MCC.

According to Table 1, most of the survey works came out during the period 2005-2015 that we just
labeled as 2010. It emphasizes that interest in the IoT field has drastically improved during this period, as
aresult of which more survey papers were written and published in the next several years until the current
time of 2018. There were new survey papers published within the current time. In the field of IoT Security
in particular, a distinct number of survey papers were published until 2018.

In addition, edge computing as a side support for cloud computing has been the recent trend to date.
Asaresult, more researchers are getting into this field, and there are many comprehensive research papers
published for the last two years. We believe that edge computing might be a possible future study topic.
CPS and MEC/MCC are also important support technologies in the entire paradigm of IoT, so interest
in this field is growing, possibly giving rise to new survey and research papers in the coming years.

Meanwhile, there are obviously far more papers available in the academe, and we might not cover all
of them. Thus, we tried to select the papers that we found to be valuable and the survey papers we
gathered, each fifteen pages long on average. One of the most valuable papers we considered is the one
by Lin et al. [2] and Al-Fuqaha et al. [30] as it provides a comprehensive survey on the entire IoT paradigm,

covering all the important aspects such as IoT architecture, various network protocols, integration of fog
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Table 1. List of survey materials, literature, and research works in chronological order

2000 2010 2018
Technology Type of work Type of work Type of work
Survey Research Survey Research Survey Research
IoT [26] (58] (5], (8], [9], [10], (311, [35] (2], 3], [6], [7], [57]
(11], [12], [20], [28], (24], [25], [27],
(30] [29], [34], [36],
(39]
IoT security [51] [33], [41], [42], [50], [48], [49], [54] (41, [7], [13], [59]
[56], [60] [37], [38]
Edge [43], [44] (55] [21], [32] [53]
Cloud [47] [20], [52] [46]
CPS [45] (19], [40] (19] (2]
MEC/MCC [22]

computing, security and privacy, variety of IoT services and applications, role of CPS within IoT, and
potential market opportunities and elements of IoT. On the other hand, Mosenia and Jha [4] give more
comprehensive information on IoT security by categorizing the topics into Edge nodes, communications,
and edge computing. Authors also cover security threats and countermeasures of RFID tags in the
paradigm of seven-layer IoT architecture.

In Fig. 1, we set up another visual illustration for the citations we gathered from Table 1. In this pie
chart, we put the most important survey works divided into distinct categories of IoT, IoT security, edge,
cloud, etc., and placed the most recent publications up to the current time at the center of the pie chart.
The further located citations are survey papers published in the past, the further the citation from the
center is, the older the publication year.

MEC/MCC

loT ; Recent publications :

i
:

i are located closer
; to the center

loT Security

Fig. 1. Citations of existing survey papers in the industry categorized into research fields.

In fact, these are not all the existing survey and research papers that we were able to find in the academe.
There are many works that we simply did not include in this survey, although they were decent works
done by the authors, because they were not enough or comprehensive enough to cover many aspects of
the IoT field. Nonetheless, we believe that the existing works we covered will be wide enough to give a
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detailed overview of the IoT paradigm and to make it easy for the researchers to pick a niche field to work
on and contribute their efforts.

Furthermore, we list interesting research works in the academe. The integration of IoT into medical
health and lifelong personal health monitoring is observed broadly in the following research works [61]:
insulin pump hijacking [62] and pacemaker security [63]; detection of sinkhole attacks [54]; Sybil attack
prevention [51]; construction of smart cities [35]; potential applications of intrusion detection systems in
IoT [33]; operating systems for IoT [28]; methods of analyzing big data [34] and applications of machine
learning algorithms [25]. The research by Dao et al. [64] on DDoS attack behavior learning with the
application of self-organizing maps (SOM) as a filter to detect DoS stream data and research work on the
application of IoT in agriculture [16,17] happen to be several interesting research works that we also put
in Table 1.

Furthermore, research efforts on various current IoT protocols [65] such as CoAP [66] and DDS [67]
will be valuable. The survey work on wireless sensor networks (WSN) [68] also depicts further detailed
information on IoT as the early three-layer model of IoT features the composition of WSN and other
components. Survey and research works on smart city [35,69], threat of bot net composed with DDoS
[70], research on body area network [71], side channel investigation through EM signal leak [72], and
survey works on RFID [73,74] are the most cited and reviewed publications in the academe.

We have written this survey paper based on the existing recent publications that we have referred to in

this section.

3. Status and Overview of IoT Development

Over the course of several decades, IoT has been developed to become the fourth industrial revolution
[75]. There are many factors for the growth of IoT applications being widely used from our daily life to
industrial fields. Two main factors can be credited for this: increase in the computation power and
miniaturization of integrated circuit boards. In the following two sections, we describe the development

of layered IoT architecture and the brief timeline of the history of IoT.

3.1 Development of IoT-Layered Architecture and Timeline

Fig. 2 shows the three different layered architectures of IoT. In Fig. 2, section (a) shows that the early
IoT model was a three-layer architecture demonstrated by Gubbi et al. [8] in their research work.
Basically, it consists of sensors and actuators as things in the ground layer, cloud as an information
processing layer, as and application layer that allows interaction by users as the third layer.

Furthermore, [30] gives the definition of IoT architecture as middleware layer-based and SOA-based
in their research work. For better understanding, we refer to the research by Atzori et al. [5] as a
comprehensive study of the SOA-based five-layer model. As we can see from Fig. 2 section (b) layers are
categorized into service composition and management as well as object abstraction. Meanwhile, the
ground layer is considered to consist of objects.

Finally, the recent proposal for the IoT layered architecture is delivered by CISCO as a seven-layer
model [12] as we can see in section ¢ of Fig. 2. The previous SOA-based architecture was changed by

adding a user and process layer and edge computing layer. In particular, edge computing is a new concept,
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Fig. 2. Brief overview of three-, five-, and seven-layer IoT models.

and there are numerous surveys and research works in this field [21,22,32,53]. The concept of edge
computing involves supporting cloud computing and providing better quality of service for end users.
Edge computing will be discussed further in the later sections.

Additionally, there are several types of technologies in each layer. For example, the objects layer, also
called perception layer, is supported by RFID, diverse types of sensors such as motion sensor, light,
proximity, audio and temperature, barometer, etc., and even hobbyist users as well as the industry also
use various open-sourced available circuit boards to build their IoT devices, such as Arduino, Phidgets,
Intel Galileo, Raspberry pi [30], etc., Contiki, TinyOS, LiteOS, Riot OS, and Android are several operating
systems designed for embedded systems and portable computing devices [30]. In addition, the network
layer or connectivity layer is supported by several protocols and technologies such as Bluetooth, IEEE
802.15.4, Z-Wave, WiFi, LTE-A, DDS, and ZigBee [30].

The evolution of the Internet by the early project implemented by DARPA, called DARPANET, and
intended to connect military units around the USA [2], gave a birth to many potential applications and
services that we use these days; this implies that the background technologies are Internet. Note, however,
that many other factors play a key role, too. One of them is obviously World Wide Web (WWW), and
recently the IoT and all related technologies.

Table 2 presents the timeline of the IoT evolution to the fourth industrial revolution. As we can see, all
the advances arose from the invention of RFID in the 1980s. In fact, technologies triggering the point for
IoT came out far earlier than the 1980s, but we tried to cover only the period between the 80s and up to
now, and a detailed survey on IoT history is beyond the scope of this survey research. Nonetheless, further
information can be found by referring to the links we provided in Table 2. Furthermore, UPC’s usage at
the supermarket and Coke machine installation at Carnegie Melon University were further triggers for
IoT.

In addition, Tim Berners Lee established the World Wide Web at CERN (Conseil Européen pour la
Recherche Nucléaire) in 1991, serving as the foundation for building a society that is open to the world.
Many new inventions were also born in the 90s. Nonetheless, most important among them is the mention
of IoT for the first time by Kevin Ashton while working as adviser at P&G. At the same time, he
established Auto-ID Lab at MIT. Although it was not successful enough, companies like Microsoft and

Novel introduced their early IoT products, namely “at work” and “Nest”, to the market.
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Table 2. Timeline of IoT development

Period Technology

1980s  Mario Cardullo patent for RFID [15], UPC used in supermarket [2], Coke machine at Carnegie Melon
University [76], Steve Mann wearable PC [76]

1990s  Olivetti active badge system [76], Mark Weiser’s famous paper [26], Xerox EuroPARC Forget-me-not
wearable device enabling peer-to-peer communication, storing information in database [76], Steve
Mann wearable wireless camera [76], M1-GSM data module for M2M [76], Early IEEE Symposium on
Wearable Computers [76], Kevin Ashton used IoT for the first time at P&G and Auto-ID MIT
established [76], Microsoft introduced Novel NEST at work [77]

2000s  Neil Gershenfeld’s “When things start to think” paper [76], David Brock’s The Electric Product Code
(EPC) Auto-ID lab Technology 1 [76], G. Lawton’s “Machine-to-machine technology gears up for
growth” paper [76], Arduino developed by Interaction Design Institute Ivrea (IDII) [76], Google
Incorporated [78], LG Electronics Internet Fridge [79], Wi-Fi [80], RFID Passport [80]

2010s  According to IBSG, IoT was born with more things connected than people [78], Xively IoT OS [79],
Contiki, TinyOS [78] IPv6 public launch [78], iPhone and iPad introduction [77], Cellular Parking
meter [80], Warehouse logistics [80], Self-driving car [80], 3D printing [80]

2018  Google Nest [80], Apple watch [36], heart pacemaker [4], Amazon Alexa [81], Kakao mini [82], 5G [23]

Similarly, the period of 2000s was a time of various important publications and different standardization
establishments for IoT. At the end of 2000s, however, LG Electronics [79] introduced its first Internet-
connected refrigerator that had novice skills of ordering specific groceries online and energy saving
modes. Moreover, the introduction of Wi-Fi technology vastly improved the network bandwidth and, as
a result, consumer demand for Internet connection. The integration of RFID chips by US-based
companies and its adaptation in other developed and developing countries allowed safety and security
for citizens.

The many advancements in data communication from 2012 up to the current time, such as the
introduction of lightweight communication protocols including ZigBee and Z-Wave [2,4] and adaptation
of IPv6 [78] and massive increase in CPU processing power according to Moore’s Law, paved the way for
the birth of many IoT products such as Google Nest, Apple smart phones, tablets, and watches, 5G

communication technology, various categories of Al speakers, and even artificial heart pacemakers.

3.2 Comprehensive Outline of IoT Architecture

Application layer: This layer deals with various applications of IoT to different areas of our lives.
Starting from Smart Homes, smart factories are also included. Due to massive changes in all aspects of
society, IoT is mentioned as the fourth industrial revolution. Fig. 3 shows the potential types of IoT
applications we have studied. There are further niches of other applications discussed in the publications,
but we have selected the most relevant and important ones in our survey.

In addition, we set apart IoT application categories into medical industry, smart home environment,
smart transportation, and smart environment such as smart city, smart shopping, and IoT-enabled
manufacturing. In all these various applications, IoT is basically applied with several sensors, actuators,
data analytics, and visualization instruments that allow IoT to be available anytime, anywhere and on any
object.

The medical industry is one of the largest demanded areas in the entire IoT paradigm [30], and a large
part of the market share of IoT belongs to this field. There are various start-ups and institutions initiated

to deliver services and products to hospitals and for homes for monitoring patients [8,30].
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Various sensors are the foundational components of industrial IoT to provide both automation of
processing and security. Note, however, that the automation of tasks and robotization may result in loss
of jobs, which will not satisfy the government in terms of division of labor [8]. Meanwhile, new jobs are
also created in design, modeling, and analytics of smart factories [83] as well as anything related to these
directions.

Industrial IoT will ensure efficiency and effectiveness [84] in the management of product as well as
manufacturing process maintenance. Meanwhile, IoT components can also be used for efficient energy
management and effective monitoring of devices [85].

The deployment of smart cities such as Songdo in South Korea [86] and Padova City of Italy [87] are
delivering the expected results. Nonetheless, these smart cities are costly to build, and that is why, not all
countries, regardless of developed or developing, may support it. Note, however, that smart cities do not
always come at a high price. Green [88] present more efficient solutions and frameworks of building and
sustaining smart cities less expensively.

Due to the wide variety of sensors available, environmental monitoring can be performed efficiently
[89]. Tiny smart sensors such as smart dust [90] can monitor the weather forecast and other relevant data
that can be used to detect natural disasters earlier as well as plan the vocation and other services for
tourists, etc.

Service and Middleware layer: IoT middleware is a core component in the entire IoT paradigm [34].
Ngu et al. [34] discussed the architecture of IoT middleware in three different classes: in class (a) IoT
middleware is constructed as service-based; class (b) is actor-based; and class (c) is an actor-based model
by the Terra Swam Research Center [91].

According to Fig. 4, the authors [34] engaging in research work on IoT middleware divided the
implementation proposal of IoT middleware into three classes. They are: service-based, cloud-based, and
actor-based IoT middleware. The service-based middleware originates from the SOA of the IoT five-
layer model. Application and services are at the top and middleware services such as access control,

storage, web interface, virtual sensor, and QoS, and event processing services are in the middleware. The
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Fig. 4. IoT Middleware frameworks: (a) service-based, (b) cloud-based, and (c) actor-based.

middleware services communicate with cloud services. Below all this architecture lies the actual sensors
and actuators as virtual objects. Section (b) below presents a cloud-based model wherein, instead of
several middleware services from the Service-based architecture here, lies the cloud system programming
interface that supports web and mobile app. On the other hand, actor-based middleware depicts actor,
host, and middleware frameworks as sub-middleware layers for the cloud service interaction. These sub-
middleware layers also interact with each other.

Fig. 5 shows the entire overview of the IoT middleware discussed above. Due to the need for IoT
frameworks, many middleware techniques have been developed, and they are still in progress. GSN,

Hydra, Paraimpu, Xively, GoogleFit, Ptolomey’s Swarmlet, Node-RED, and Calvin are among them.
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Fig. 5. IoT Middleware overview.
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Edge computing: Due to massive data input and output to cloud servers and bottleneck [22] problems,
an additional computation layer is established. This layer carries the name fog/edge computing
[21,22,32]. Edge computing works solely through standard network protocols as well as with the
combination of cellular networks such as 4G and 5G. MEC and MCC are terms used for the collaboration
of mobile network and edge/cloud computing servers. In some materials, edge computing can also be
referred as gateway to cloud servers [32].

Edge computing forms two methods of implementations: hierarchical and software-defined network-
based [21]. The early hierarchical model proposed [92] depicted the integration of MEC into cloudlet
infrastructure. Compared to cloud infrastructure, users can request processing of needs, and storage and
computing power will be provided in the edge layer. In the software-defined model, however, the costs
of management and administration are significantly reduced [92]. The edge operating system [93 is
implemented with various open source technologies providing powerful network and service platform,
including the [94] proposed integration of SDN, MEC, and network function virtualization (NFV) as well
as [95] software-defined infrastructure on the smart edge architecture.

Edge computing architecture consists of three layers [21] (Fig. 6). In this form, users will get some
benefits because Edge computing supports fast response and high computational capacity. Note,
however, that edge computing has a limitation, i.e., the server cannot provide massive storage unlike
cloud servers. Meanwhile, edge computing allows edge nodes to be distributed, and it is dynamic [21].
Due to the increase in the number of edge nodes in the physical environment, edge servers will mostly be

available to handle request operations for a convenient user experience.
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Fig. 6. Edge computing architecture.
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Edge computing can also support smart transportation with the combination of the existing cellular
network of GSM and 5G. Thus, self-driving cars can receive up-to-date information such as traffic
congestion [32] and work autonomously (Fig. 7).

Connectivity: Just as important as the network layer is the connections layer, one of the vital layers in
IoT because it provides data transmission services. Due to limited energy and basic computational power
of embedded systems, several new protocols have been established as described in the following sections.

- 6LoOWPAN: Low-power wireless personal area network [96]. This protocol provides numerous
benefits including small packet size, low power, and low bandwidth, and packets can also be tunneled
over IEEE 802.15.4 [97]. Moreover, 6LOWPAN is compatible with older technologies, and it offers better
connectivity. It consumes low energy and supports ad-hoc self-organizations. Due to these benefits, it is
a perfect option for IoT connectivity.

- Message Queue Telemetry Transport (MQTT): Lightweight, it publishes/subscribes to messaging
protocol. Data collected from sensors will be directed to servers [30] in a publish/subscribe manner. This
protocol supports low bandwidth and high latency. MQTT is a good option to use between sensors,

actuators, and servers (Fig. 8).
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Fig. 8. MQTT protocol mechanism.

- ZigBee: As a wireless network protocol, ZigBee works in several layers [96], and it was built for short-
term communication with low energy consumption [98]. Economically, ZigBee incurs low cost to
acquire, consumes less energy, has reliability, and provides a comprehensive security mechanism as well
as supports several topologies including star, mesh, and tree [99].

- Z-Wave: This protocol is suitable for low bandwidth network. Note, however, that Z-Wave supports
up to 232 nodes, and all nodes can route to each other at the same time [96]. In addition, Z-Wave supports
dynamic routing wherein each node can store a routing list separately with updates by controller [68]. Z-
Wave consumes less energy and supports reliable transmission [98].

- IEEE 802.15.4: The protocol is based on the OSI model, with lower layers providing services to the
upper layers and every layer performing partial implementation. Bandwidth of 868/915 M and 2.4 GHz
are supported. Transmission reaches up to 250 Kb/s [30]. This protocol is the foundation of other
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lightweight protocols such as ZigBee, WirelessHART and others. The main benefits are low energy
consumption, low cost, and transmission at low rate [48].

Standardization efforts for IoT together with IoT-layered architecture enhancements are also maturing.
IETF standardization [100] establishes the cooperation and integration of protocols and hardware
technologies as gateway, too. Table 3 lists the existing IoT protocols such as CoAP, MQTT, XMPP, DDS,
RPL, 6LoWPAN, ZigBee, Z-Wave, IEEE 1905.1, etc.

Table 3. IoT protocols

Protocols

Application CoAP MQTT XMPP DDS AMQP HTTP REST
Service mDNS mDNS mDNS DNS-DS DNS-DS DNS-DS
Middleware layer

Routing RPL RPL RPL RPL RPL RPL

Network 6LoWPAN 6LoWPAN 6LoWPAN IPv4/IPv6 IPv4/IPv6 1Pv4/IPv6

Data link Z-Wave ZigBee EPCglobal EPCglobal  IEEE 802.15.4 LTE-A
Edge node IEEE 1888.3, IEEE 1888.3, IEEE 1888.3, IEEE 1888.3, IEEE 1905.1 IEEE 1905.1

IPSec IPSec IPSec IPSec

- Constrained Application Protocol (CoAP): CoAP is an application layer protocol (Fig. 9). Due to
the complexity in HTTP and inappropriateness to use with IoT, CoAP was designed to be a replacement.
Group and push communication excluding broadcasting are supported by CoAP, which provides the
following key features: reliable security, interaction with HTTP, resource observation, discovery, and
block-wise resource transport [30]. CoAP was built upon REST architecture [66].

CoAP environment

DN — Y 7 N\
Tha e N
C 9)
N

G- I - ( REST Cloud
/ REST-CoAP C

Proxy T~ S

= =T )
@ @ T L E— N

)

Fig. 9. CoAP Protocol model.

- Extensible Messaging and Presence Protocol (XMPP): Based on XML [30], it supports scalability
and addressing and provides reliable security. It enables duplex transmission so it is suitable for chatting,
voice, and video streaming applications that might be suitable for Smart Home Applications. XMPP has
the following three roles, client, server, and gateway — and it can work with TCP/IP Protocol Suite (Fig. 10).

- Data Distribution Service (DDS): Like MQTT, DDS is a publish/subscribe protocol [30]. DDS is
data-centric protocol that allows supporting excessive QoS, scalability, and reliable communication [67].

Broker-less architecture makes it more suitable for resource-constrained IoT devices.
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Fig. 10. XMPP protocol architecture.

- Advanced Message Queueing Protocol (AMQP): As an open standard protocol, AMQP was
designed for message service in the application layer such as queuing and routing (Fig. 11). It supports
multiple programming languages and provides stable communication. AMQP uses numerous types of
architectures [65] from publish/subscribe mechanism to other mechanisms such as store and forward,

message distribution, message queuing, context-based routing, point-to-point routing, and message

exchange.
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Fig. 11. AMQP protocol architecture.

- Edge nodes: Internet of Things has a wide variety of architectural components [2,5]. Since the name
from IoT implies “things,” however, the foundation for IoT will be the actual sensors and actuators, and
the recent development of many wireless smart devices will benefit the entire IoT ecosystem [3,8, 10].

The building blocks of IoT are always things. Fig 12 shows the basic structure of the IoT model. Of
course, the specific application paradigm architecture of IoT may vary on a case by case basis [8,10].
Again, however, IoT is composed of things, and by things we refer firstly to sensors and actuators,
including RFID tags and readers [33]. Embedded systems that perform a small amount of processing,
which provides data transmission through the Internet, are also a thing [36]. Even smart devices including
smart watches, smart phones and tablets, laptops, surveillance technologies, and smart driverless cars are
part of IoTs. Basic services such as route and train tracking already exist in various developed countries,

and South Korea’s metro system [101 benefits a lot of citizens.

J Inf Process Syst, Vol.15, No.4, pp.797~819, August 2019 | 809



Comprehensive Survey on Intemet of Things, Architecture, Security Aspects, Applications, Related Technologies, Economic Perspective, and Future Directions

4

v
‘((.«L))

Gateway
4

v
Things
RFID tags, readers, sensors, actuators, utility
devices, transportation, surveillance, mobile
smart devices

& e -

9
v
(@)}

Chs

(A 0 a

Fig. 12. IoT “things”.

Additional components for IoT are also worth mentioning, such as Mobile Edge/Cloud Computing,
Cyber Physical Systems [44], and Edge Computing [21]. Internet of Things already covers a wide area of
research topics as it includes all fields in computing from software engineering to machine learning as a
sublayer of artificial intelligence [102].

Economic perspectives: Internet of Things is referred to as the fourth industrial revolution [75];
consequently, it is interesting to know about the IoT market share. IoT will serve various types of
industries from smart homes such as consumer market to healthcare, vehicles, agriculture, smart city
infrastructure, retail market, manufacturing, and security services [30].

Based on the data in Fig. 13, the largest market share belongs to the healthcare and manufacturing
industries. The healthcare industry is supported by various medical sensors as well as patient monitoring
and other numerous services [30]. On the other hand, manufacturing is an integration of cyber physical
systems as well as robotics, computer vision [30], and other related sensor and actuator technologies.

Accounting for the remaining market shares are household utilities control services [103], resource
extraction services, smart car and autonomous driving [104], smart city infrastructure [24,35,69],

agriculture sectors [16,17] and e-commerce [18].

loT market

= Utilities m City infrastructure  m Security services
m Resource extraction m Agriculture m Retail market
Smart vehicles = Healthcare industry = Manufacturing

Fig. 13. IoT market size.
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4. IoT Security

Security requirements: The authors [2,4] proposed a combination of eight security requirements from
CIA-triad and IAS-octave. Table 4 presents the eight different security requirements. Confidentiality
involves allowing access to authorized users only, whereas Integrity means the absence of unauthorized
data modification. Availability is providing users with existing services anytime upon request, etc.
Abbreviations are provided for all security requirements.

These requirements are very important that each stand for one functionality in the system, and security
threats discussed in later sections can break one or many of these requirements. For instance, in the
healthcare industry, patient privacy is an important aspect, and unauthorized access to data may lead to
breaking the Integrity requirement, even causing the invasion of patients’ privacy and life-threatening
incidents [71].

Table 4. Requirements for IoT security

Name Description Abbreviation
Confidentiality Access to authorized users only C
Integrity Absence of unauthorized data modification by ensuring completeness and accuracy 1
Availability Making services available upon request A
Accountability Being accountable for the actions of the users AC
Auditability Control of actions persistently AU
Trustworthiness Verifying identity and establishing trust for third party ™
Non-repudiation System has confirmation for the occurrence or non-occurrence of an action NR
Privacy Implementing robust privacy policies and letting users control their own information P

Security threats for IoT: Starting from the recent exploitations on IoT devices from DDoS attack [70],

state-of-the-art research is also ongoing [64,105,106] on defending IoT devices from threat and sustaining

user privacy and following common policies as well as other security risks in IoT including, hardware

Trojans, side-channel attacks, physical and routing attack, etc. [4,107] (Fig. 14)

Edge nodes . Edge computing = Network layer  Application layer
Hardware trojan Side-channel attacks DDoS X DDoS .
- \ Jamming N
Side ch | attack . . i :
e channel attac v Integrity attack against Side-channel attack Y
) \ behavior learning \ \ . Y
. . Physical attack \ \ ' Sybil attack !
\ ! ! False packet i Black hol |
‘ i icati : ' imiecti | ack hole !
- : Node replication ! Inadequate testing and | injection | attack i
x ; ! custom frameworks ! ! i
; Tag cloning / ! Routing attack ! Worm hole !
k ; / attack i
Counterfeiting Insufficient/Inessential / . H
K / logging K Unauthorized Malware 7
Eavesdropping s g conversion attack /

Fig. 14. IoT security threats.
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Numerous security threats exist on each layer of IoT. Earlier, we mentioned that the last comprehensive
IoT architecture is the seven-layer CISCO reference model [12]. In this survey, however, we selected the
four main layers of IoT and security threats that may cause damage [4,107]. We propose the following
countermeasures for the security risks:

Hardware Trojans: The modification of the integrated circuit causes hardware Trojans to occur. The
attacker may maliciously change the design of the circuit board and call the mechanism remotely or
within the device with a special trigger. Various side channel signals using timing, power and spatial
temperature [108], and Trojan activation techniques [108] can be used for Trojan detection.

Side-channel attack: A device operating normally without being intruded upon or exploited may reveal
some valuable information in case of information leak. The electromagnetic (EM) signature from a few
sensors and actuators may reveal the status of the device [72], so an intruder can acknowledge and
perform some actions on it. Side-channel signal analysis is a method for detecting and preventing
malicious firmware and software.

Denial of Service (DoS) attacks: This is a form of attack wherein legitimate users are blocked from the
services of the system. Battery draining on sensors and actuators, Sleep deprivation, and outage attacks
are possible cases of DoS in IoT. Trojan activation can be used to detect hardware Trojans [4]. Dao et al.
[64] propose the behavior learning of a DDoS attack by applying smart filters composed of SOM.

Physical attacks: 10T devices are usually left in open environments such as public places, hospitals, etc.
due to lack of harm to the public. For these reasons, however, they are vulnerable to physical damage or
tampering attacks by intruders [4]. On the other hand, physical attacks may cause permanent damage.
As an example [109], Nest thermostat was attacked by physical intrusion with the intention of replacing
the firmware, which may give permission to the malicious user to control and access it remotely.

Node replication attack: By replicating the existing nodes in the network, the malicious user adds a
node that mimics one of the existing nodes. This attack is launched to obtain valuable information from
the system and cause permanent damage [110]. Cryptographic schemes such as encryption and hash-
based schemes are used to prevent security risks on IoT edge nodes [4]. Due to computational limitations,
lightweight cryptographic mechanism is supported as well [111].

Tag cloning: With alternative name spoofing, as the name implies, similar to node replication, the
method involves creating a clone from the existing nodes and using it for malicious purposes [4]. Kill
Sleep command and blocking and distance estimation [73] methods can be applied to prevent this attack
[4].

Counterfeiting: Partial manipulation of the tag or IoT device is performed to use the node for malicious
purposes or cause damage [4]. A personal firewall dedicated to constrained devices can be used to prevent
this type of threat [74].

Eavesdropping: A malicious user intercepts, reads, and stores a copy of messages for later use. Copied
data can be used for other forms of attack such as tag cloning [4]. Eavesdropping like DDoS attacks is a
critical concern for IoT. Personal firewalls and cryptographic schemes are applied to prevent the threat
(4,110].

Inadequate testing and custom framework: Standardization is the best method of providing quality of
services and preventing security risks. Due to ease of building and sale opportunities and growing
demand from the market, however, more startups and small companies join the IoT business, and

inadequate standardization may occur [110]. For this reason, some security holes may be found [4]. To
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prevent such occasion, a pre-testing method is required [73].

Insufficient logging: Insufficient logging can cause damage to the system and reveal no spots for
intrusion details [4]. Encrypted comprehensive logging is the best method of detecting hacking attacks
and avoiding any intrusions [4].

False packet injection: Through insertion, manipulation, and replication, attackers can inject false
packets into network links [4]. Protocol header update, checksum, and packet manipulation can be done
by capturing the legitimate user data [4]. Intrusion Detection Systems dedicated to embedded systems
can be applied to prevent such threats [73].

Routing attack: This involves preventing the proper communication of devices. Routing attacks may
have several other forms: Black hole attack, which attracts the network by proposing a shortcut route and,
through this call, captures the data while sending packets to the destination; Worm hole attack occurs
even without breaking authentication rules, wherein an attacker records packets in one location and
tunnels them in another place; and Sybil attack is a threat wherein an attacker constructs a fake identity
and replicates the actual node in the network. In a routing attack, a malicious user modifies the routing
information of the packets so that the data may be directed to the malicious user, dropped on the route,
or misdirected [4]. Reliable routing methods such as application of lightweight cryptography protocols
or sending of data through secure channels or frameworks are applied to prevent routing attacks [4].

Unauthorized conversion: This type of threat occurs when nodes in the environment share data with
every other unintentional node, which can cause the threat of a malicious user accessing the whole IoT
environment and remotely controlling it [4].

Malware attack: Malicious software such as virus, worms, and ransomware [107] solely affects the
operating system but can cause severe damage to applications. For example, injecting worms in smart
city infrastructure can cause privacy issues in administration, businesses, and residents alike. Adaptation

and commercialization of anti-malware and anti-virus software for IoT are future trends [107].

5. Conclusion and Future Topics

In this comprehensive survey, we tried to cover information on IoT technologies, applications, and
security aspects. We discussed the related survey and research works to date and explored the status and
IoT development life cycle. We also approached the various applications of IoT and its security aspects.
We believe the information we provided and references we collected will benefit other researchers.

Based on the survey outcomes above, we believe that edge computing and machine learning
applications to threat detection and analysis, design and implementation, and perspective research on

MEC/MCC and anti-virus and anti-malware software for IoTs can be future topics.
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