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Abstract

Currently, the crew working on a ship is required to carry a seafarer's book in most countries around the world,
including the Republic of Korea (ROK). Yet, many fishermen working in the international waters of the ROK
do not abide by this rule as the procedure of obtaining it is rather inconvenient or they do not understand the
necessity or the benefits of having it. Also, as the regulation of carrying the certificate has been strengthened, it
is important for them to avoid making a criminal record unintentionally. This study discusses the digitalization
of the seafarer’s book based on several security measures in addition to BLE Beacon-based positioning
technology, which can be useful for the e-Navigation. Normally, seamen’s certificates are recorded by the
captain, medical institution, or issuing authority and then kept in an onboard safe or a certificate cabinet. The
material of the certificates is a cloth that can withstand salinity as the certificate could be contaminated by mold.
In the past, the captains and their crews were uncooperative when the ROK’s maritime police tried to inspect
several ships simultaneously because of the time and cost involved. Thus, a system with which the maritime
police will be able to conveniently manage the crews is proposed.
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1. Introduction

This research discusses the method of digitalization of ID cards for identification and authentication.
Currently, many firms are using digitalized ID cards for their security or monitoring purposes.

The executive officers on a ship are required to individually carry seafarer's books, which used to be
recognized as a passport [1-5]. However, the fisherman or the crew who are working in the ROK’s coastal
waters do not need to carry the certificate, but the captain and the chief engineer have to get an official
approval from the Regional Office of Maritime Affairs and Fisheries prior to sailing.

Since the Seafarers’ Identity Documents Convention (ILO), seaman’s certificates are to record crew’s
work history/employment record, qualifications, contract contents and other necessary items.
Nevertheless, these certificates are not recognized as a formal passport by the Republic of Korea (ROK)

immigration authority such that all foreign crews are required to submit their individual seafarer’s
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identification when they enter or leave Korean waters.

The reason that seaman’s certificates have not been digitized earlier is that, different from electronic
passports, they are constantly exposed to moisture and humidity so that waterproofing the embedded
batteries has not been easy. However, Bluetooth systems are suited to seaman’s certificates as the batteries
last longer and are resistant to moisture. Fig. 1 shows the design of the current (2016-2018) Korean

seafarer’s book.
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Fig. 1. The design of the current (2016-2018) Korean seafarer’s book.

One of the major difficulties of not being able to digitize the seaman’s certificate was that the RFID
chips were sensitive to extreme weather conditions involving very high (low) temperatures or humidities
when they are embedded in the electronic passports.

Fig. 2 is a lost seafarer’s book found in the Mokpo region (ROK). Once it falls into the sea, its condition
becomes much worse and it becomes moldy quickly. In this sense, if they are digitized, it will be possible
to know how many of them need to be rescued and where and who they are when the ship is sinking or
stranded.

Fig. 2. A lost seafarer’s book found in the Mokpo region (ROK).
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2. Related Research

2.1 Electronic Passport (e-Passport)

Often referred to as an e-Passport, the electronic passport is embedded with an RFID chip containing
the personal and biometric information of a holder and a communication antenna. Such a digitized
passport makes it difficult to counterfeit or duplicate so that the holder’s personal data can be protected
while he/she travels abroad, making immigration procedure more convenient.

The embedded RFID chip holds the same information as the hand-written passports but it also contains
the biometric information as well. Further, the e-Passports are applied with enhanced security measures
which can effectively protect the information from forging or making copies. Also, as the holder’s original
information is being recorded in the central server, such malicious attempts can be detected immediately.
Most of the nations around the world are issuing e-Passports currently and the government of the ROK
has started to issue this type of passports to their citizens and government officials since 2008 [6,7].

Despite the convenience and the enhanced security offered by these e-Passports, they still have some
problems. That is, the embedded RFID chip and antenna are vulnerable to pressure generated by
excessive torsion or weight and the cover of these passports can become thicker than the old ones. The
possibility of hacking of personal data using some advanced communication technologies has always
been another major issue. As the information in the e-Passport can be hacked remotely after it is scanned,
it could be transferred to another RFID chip for duplication. There have been many such incidents and
so far, there seem to be no perfect countermeasures on this issue, even though a series of technological
approaches have been introduced or proposed. All of these problems were anticipated and discussed
before e-Passports were introduced globally [8-10].

Under the regulation of ICAO, a communication technology known as BAC has been adopted to the
ROK e-Passports along with EAC and CA, which are to prevent skimmings or frequency eavesdroppings.
Such a measure was deemed to be successful but to enhance the security level further, the government is
taking further steps by centralizing the e-Passport issue system through their own closed administrative
network. It was once reported that the Nicaraguan passports are the most secure ones as they have been
using about 89 indicators as one of their security measures but the cat-and-mouse situation between
governments and hackers are yet to be resolved as long as current communication technologies are used
without improving their respective security levels. An attempt to replace the RFID chips as an alternative
measure is being discussed currently.

A passport is a type of official document which proves one’s identity, and the people who intend to
travel out of their respective nations are required to carry it. This applies to ROK citizens as stated in
Article 1 of the Passport Act. According to the act, passports are categorized into general passports,
official passports, and diplomatic passports, as well as single-use passports, which allow a one-time trip
to a foreign country, and multiple passports, which a person can use to travel abroad an unlimited
number of times until the expiration date. The electronic passport or e-Passport is a machine-readable
passport which contains an antenna and a chip that contains the holder’s personal information along
with their biometric information. The electronic passports in the ROK bear a serial number starting with
the letter M [11-13].

The objective of introducing electronic passports is to maximize the security of passports through the

prevention of forgery and illegal use, ultimately improving the convenience and safety of Korean
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nationals traveling abroad. The holder’s existing information is registered in the chip embedded in the
electronic passport and it is protected with multiple types of security technologies. This makes it very
difficult to manipulate the front page, where personal information is printed, or the chip. Even if the
manipulation is successful, there is a significant chance that the tampering will be exposed during the
immigration process.

The government of the ROK started issuing official and diplomatic electronic passports on March 31,
2008 and the general electronic passports on August 25 of the same year. It is true that there is a concern
about remote information leaks for the reason that a contactless chip has been embedded in each
electronic passport. However, there were ample discussions and studies by professionals on the security
of the chips prior to when the electronic passport established itself as the new international standard.

Meanwhile, to explain about the personal information leak, a security technology called BAC (basic
access control) is being applied to the ROK’s electronic passports to prevent ‘skimming’, which is to
illegally and stealthily approach the passport holder to steal his/her personal information. This is in
accordance with ICAO regulations. To read the information on the chip, one needs to know the passport
number first and then the birth date and the expiry date. However, skimming becomes impossible when
the passport is folded so the data is not shown in the open [14-17].

Also, the ROK passports are encrypting communications between chips and readers with strong
security technologies such as BAC, EAC (extended access control), and CA (chip authentication) to
prevent eavesdropping. Finally, the personal information recorded in the chip includes the information
printed on the first page with the holder’s photo as well as other information, such as biometric data. In
addition to above-mentioned technologies, the government of the ROK is doing everything possible to
ensure complete personal information protection at an administrative level by adopting a centralized

passport issuing system based on a unified closed network.

2.2 The Intent of the Introduction of Electronic Passports
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Fig. 3. Comparison between the registered fingerprint and the passport holder’s fingerprint.
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Ultimately, the introduction of electronic passports aims to promote the convenience of Korean
citizens traveling abroad by maximizing the security of passports containing forgeries or being used
illegally. The existing information recorded on a non-electronic passport is re-registered on the chip
embedded in the electronic passport to which various types of security technologies have been added.
Thus, manipulating the identity photo page and the chip simultaneously become almost impossible and,
even if it is successful, the manipulations will be automatically detected during the immigration process
[18-23]. Fig. 3 shows a comparison between the registered fingerprint and the passport holder’s
fingerprint. Photo replacement attempts, which happen frequently, can be prevented by this double-
registration, and the passport holder verification and the illegal-use containment functions have been
strengthened since 2010 by issuing electronic passports that include fingerprint information.

Meanwhile, various types of security technologies are applied to electronic passports to protect

personal information or to prevent forgeries (Table 1).

Table 1. The security technologies for electronic passports

Technology Description

Personal info. protection
Basic access control (BAC) Blocks remote information.
Leaks: Ensuring that the information on the chip can only be read when

the passport is submitted.

Extended access control (EAC)
Terminal authentication (TA)  Fingerprint info.
Protection: Ensuring that only the readers approved by the ROK
government can read the information.

Even the passport was submitted.

Chip authentication (CA) Eavesdropping prevention:
Creating a security communication channel stronger than BAC between

the chip and the reader.

Forgery prevention
Extended access control (EAC)
Chip authentication (CA) Verification of chip duplication (Alternative to AA function)
Passive authentication (PA) Checking the contents alteration: Preventing chip and identity page
manipulations.
Containment of illegal use
Biometric data registration Comparing the registered biometric information between the holder and

the chip for identification.

2.3 Seafarer’s Book

There was a plan to include seaman’s biometric information in his/her certificate in between 2004 and
2005 but it was not realized as there were some issues as well. This idea was first brought forward at the
Seafarer’s Identity Documents Convention and the Ministry of Maritime Affairs & Fisheries (MOF) of
the ROK was willing to go forward with it. The government’s plan was to include the biometric

information in seaman’s certificate after computerizing it [24-27].
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The September 11 attack on US soil was the main cause of the US government’s decision on enforcing
more strict requirements on seaman’s certificates. After the attack, they announced that only the
passports containing the holder’s biometric information will be accepted when seafarers wish to come on
US shores. Following the announcement, the ILO advised all the shipping companies and nations to
replace their seaman’s certificates accordingly. Despite the advice, the changes were slow because of the
issues pertaining to the physical vulnerabilities of the RFID chips and the technological problems
involved with digitalization. One interesting thing about the US’s requirements was that the holder’s voice
data was not compulsory.

In the ROK, the seafarer’s book was used as a passport before freeing overseas travel but, due to the
problem of forgery, it was separated from the passport function. Prior to this action, the crews were able
to travel abroad and the standard and the authentication methods of the certificate were similar to those
of the passport.

This document certifies that the person holding the certificate is a seaman as per the International
Convention on Standards of Training, Certification and Watch-Keeping for Seafarers (STCW), 1978. A
Seaman Book is one of the compulsory documents for applying for crew transit visas. The record of
employment on board of a merchant ship (sea service) is recorded in a Seaman Service Book. Seafarers
in different countries are issued similar service books with different names (e.g., Seaman Record Book,
Seaman Discharge Book, etc.). Pakistan’s Government Shipping Office issues this book under section 120
of Merchant Shipping Ordinance, 2001 [28,29]. It is mandatory for all seafarers serving onboard a ship,
whether they are on the Minimum Safe Manning Certificate or not, to hold a “Seaman Service Book and

Seaman Identity Document (SID).

3. Seafarer’s Book Digitalization Design for Authentication and
e-Navigation

Compared to the e-passport, the seafarer’s book is more detailed (Fig. 4). That is, Fig. 4(a) includes a
crew member’s diagnostic information, such as anemia, syphilis, AIDS, and urine test results along with
the hospital name and the doctor’s name [30]. The contents of the employment contract are then entered
in Fig. 4(b) whereas the history of contract renewals or changes in contract terms are recorded in Fig.
4(c). Crew’s licenses and their acquisition/expiry dates, etc., are to be included in Fig. 4(d) and, finally, in
Fig. 4(e), the certificate holder’s signature, address, and the requirements or the instructions given by the
relevant authority(s) are entered. The items used in the author’s preceding research The Medicine(s)
Intake Notification System [1,2] are relevant to the items to be listed in Fig. 4(a).

As the new certificate includes more valuable information, improved security measures and storage
capacity are essential. Although the certificates are usually kept in an onboard safe or cabinet, their safety
cannot always be guaranteed.

This study discusses the method of distinguishing the damaged/unusable certificates due to
contamination, humidity, or salinity. The study also aims to construct a system that tracks a seafarer’s
book through triangulation using the signals transmitted by multiple BLE beacons acting as GPS satellites.
Although the principle is still the same, it is important to note that BLE technology was used to prolong

battery life. Fig. 5 shows a whole system design of a seafarer’s book.
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Fig. 4. Parameters in the seafarer’s book compared to the e-Passport: (a) a crew member’s diagnostic
information, (b) the contents of the employment contract, (c) the history of contract renewals or changes in
contract terms, (d) Crew’s licenses and their acquisition/expiry dates, and (e) the certificate holder’s
signature, address, and the requirements or the instructions given by the relevant authority(s).
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Fig. 5. A whole system design of a seafarer’s book system.
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The position of a beacon can be determined by using RSSI and a unique identifier for the distance
calculations to perform triangulation. In this way, the location of the target certificate onboard. Also, it is
possible to find the location of a certificate from outside the ship by applying BLE 5 technology, which
will be quite useful for the Coast Guard or other maritime authorities to confirm the number of crew

onboard. The Bluetooth function currently embedded in most smartphones can assume the role of

distance measuring equipment to avoid additional cost.

The CR2045 battery usually lasts about 1.8 to 28.7 months when used for BLE equipment because of
the equipment’s low-energy efficiency. The BLE chipset and the expected battery life in different settings
are shown in Fig. 6 and there is no wiring required to install the beacons. The battery recharging system

described in this study can be useful to those certificates with the validities over 5 years.
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Fig. 6. BLE chipsets and their battery lives depending on settings.

The Data Rate vs. Data Range of each available technology in the preceding study [3] is arranged in Fig.
7. Both Bluetooth 5 and 4.2 are suitable for such a system because of their excellent data ranges regardless

of humidity issues.
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Fig. 7. Comparing data rate versus data range.
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Bluetooth 5 technology was introduced by the Bluetooth Special Interest Group (Bluetooth SIG) in
June 2016. Its transmission distance and data transfer rate have been greatly improved. For example, the
transmission distance has increased four times whereas the data transfer rate has increased two times
than that of Bluetooth 4.1, which was introduced in December 2013. Bluetooth 5 specifically targets
drone, wearable, smart bulb, home automation, and IoT equipment markets but it can be widely used for
positioning systems. Bluetooth SIG predicted that equipment embedded with Bluetooth 5 would appear

in early 2017 and such a prediction was fairly accurate.

4. Implementation of Digitalization of Seafarer’s Book
Authentication for Authentication and e-Navigation

Fig. 8 shows the entire service diagram for the digitalization of a seaman’s certificate. A crew member
registers the contents of his/her seafarer's book in advance and then the maritime police will be able to
request the contents and receive them.

The intermediate stage between the maritime police and the server is processed with the BLE beacon
links where Bluetooth 4.2 has been used. The data flow chart is shown in Fig. 9.
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9 V4
. \
Register
p— Seafarer’s
] book Send data using "‘ B
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Fig. 8. The entire service diagram for the digitalization of a seafarer's book.
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Fig. 9. The data flow chart for the digitalization of a seafarer's book.
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Fig. 10 shows a brief system drawing for the digitalization of a seafarer’s book Authentication for
Authentication and e-Navigation. As described, the ship sensors transmit the information to the server.
First, each sensor is represented in a rectangular box. The main sensors are indicated as icons to let the
reader see the overall configuration at a glance (in the UX-like form, for example). From the left,

Navigation Route, Map, Anchor, Switchboard, and seafarer's book are itemized. The sensor values will

be transmitted to the server with Bluetooth 4.2.
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Fig. 10. A system drawing for the digitalization of seafarer’s book for e-Navigation.
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Fig. 11. The UML of the Android application for digitalization of a seafarer's book.

Fig. 11 is the UML of the Android application used to digitalize a seafarer's book. The main activity
starts first and one needs to log in here. The log-in part is separated into different roles depending on if

the crew or the maritime police are using it. The variables at the upper left include ID, seaman’s certificate,
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map, and the position of navigating ship. The primary function of the UML is to register information on
the server and let the user see the current position and information of the navigating ship. Once
ServerClass registers the information on the server, the server stores them subsequently. The information
of the ship or the seafarer's book and the sensor values collected from the ship can be added or deleted.
The values can also be delivered by using BLE beacons.

Next, the primary objective of the login by the maritime police is to use the management function. The
variables, in this case, include user ID, requesting data, receiving data, ship’s information, sensor values,
map, and the current position of the ship. The management function can be used in this class against the
ship or the crew. This class also performs the task of passing through BLE beacon(s) to fetch the server
data to support the management function. Meanwhile, the BLE beacons are positioned in the
intermediate stage between the ServerClass and the MaritimepoliceClass to perform the function of
delivering values.

Fig. 12 shows the UI of the application for digitalization of a seafarer’s book. The menu includes Home,
Map, Register, Load, Sensor, and Setting but the main functions are map and register. Observing more
closely, the user has logged-in with an administrator account. That is, an ID of the Maritime Police has
been used to check the information of the ship. The first screen shows the navigating ship. Looking closely
at the ship in the middle, there are the Mark and Select buttons. The design was implemented in a way

that the screen will move to the second screen once one of the ships on the map has been selected.

- Digital Seafarer’s Book
Administrator

£, Home
28 Map
~| Register
& Load

*° Sensor

Settin Select
o el ‘ Q

e
Gt 04-21-2018

=

Fig. 12. The UI of the application for digitalization of seafarer’s book for e-Navigation.

Fig. 13 shows the UI of information verification for digitalization of a seafarer’s book. The information
window appears when the select button has been clicked. The information scanned or digitalized in
advance can be checked with the application. The seafarer's book contains information such as the
holder’s health information, his/her qualifications, the contract date, etc. The icon of a currently selected
ship appears in the above box together with its information window. As such, one can find out about the
ship’s information as well as the crews’ qualifications and the expiry dates of their licenses. This can also

be a useful system when identifying some malicious captains.
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Fig. 13. The UI of information verification for digitalization of a seafarer’s book.
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Fig. 14. The UI of a seafarer’s book registration for digitalization.

Typically, the seaman’s certificates are recorded by the captains, medical institutions, and authorization
authorities and kept in the onboard safe or cabinet. Due to the possibility of contamination by mold, the
certificates are usually made of a cloth resistant to salinity. The simultaneous inspection of the ships by
the ROK’s Maritime Police is lengthy and expensive. Thus, this study proposes a system which allows
them to conveniently manage the ships in their territories.

Fig. 14 shows the UI of a seafarer’s book registration system for digitalization. If one wishes to see the
information on the seaman’s certificate, the digitalized certificate must be registered first. The upper left
of the picture shows that the crew or the captain’s ID is currently logged in. In the menu Register, there
are spaces in which the information on the certificate should be entered. Once the Register button has

been pushed, the registration will be complete.
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5. Conclusion and Future Work

This study focused on the digitalization method for seaman’s certificate to prepare for the imminent
era of total e-Navigation. During the research, it was found that the Bluetooth 4.2 and BLE technologies
were the most effective means of communication while attempting to find some robust sensors which
would work well and adaptable to the certificates regardless of surrounding on-board conditions. Further
studies have been performed in relation to the possibility of embedding the functions of e-Navigation
system terminal to the certificate itself but the problems of excessive processing and memory overheads
have to be solved to design a more effective and efficient protocol.

This manuscript is the product of a system design and implementation carried out for the ROK’s
Maritime Police where many author’s alumni (Fishery Dept., Currently Department of Marine Industry
and Maritime Police of Jeju National University at Ara) are still working. The interviews with them were
quite helpful. It is not easy to distinguish the identities of the crews without a license or certificate, unless
stowing away on a ship were possible. The number of unfortunate deaths in the maritime police is
continuing due to attacks by criminals or those who have committed something illegal. Thus, the
inspections or crackdown operations will become more efficient and effective if the number of crew
members or workers can be determined quickly and remotely. Also, the necessity of additional forces can
be judged swiftly.

The author plans to disclose the system as open source technology after registering for the patent and
continuously updating the system. This is in a hope to assist the maritime police when they exercise legal
governmental power and to reduce the number of fatalities.

As a future work, it may be possible to implement a congestion control mechanism. The protection of
the transmitted data was not taken into consideration in our protocol so that the discussion concerning

protection methodology can also be one of the future studies.
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