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Abstract

Securing objects in the Internet of Things (IoT) is essential. Authentication model is one candidate to secure
an object, but it is only limited to handle a specific type of attack such as Sybil attack. The authentication
model cannot handle other types of attack such as trust-based attacks. This paper proposed two-phase
security protection for objects in IoT. The proposed method combined authentication and statistical models.
The results showed that the proposed method could handle other attacks in addition to Sybil attacks, such as
bad-mouthing attack, good-mouthing attack, and ballot stuffing attack.
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1. Introduction

Security in Internet of Things (IoT) is an interesting research area to be explored. Protecting object in
IoT is a crucial issue considering that any misbehaving objects frequently attempt to make a malicious
attack. Several methods of securing objects in IoT include encryption [1,2], authentication [3], and
mathematical model [4]; each of which has its purpose. Authentication methods aim to filter valid and
malicious objects. Meanwhile, encryption methods protect data from any spoofing activities launched
by malicious objects. Mathematical models, meanwhile, are commonly used for trust assessment in IoT
object security. It filters the trusted objects using a number of objective calculations to avoid malicious
objects. Trust assessment is a part of trust management with the purpose of assessing other objects
based on previous and current behaviors. This process is essential as objects in IoT are prone to be
attacked, mainly to some trust-based attacks. Those attacks are: (1) an attack that gives a fake trust value
to underrate an object (bad-mouthing attack), (2) an attack that gives a fake trust value to overrate an
object (good-mouthing attack), and (3) an attack from malicious node that boosts the trust value of
another bad node by providing good recommendations for collusion purpose (ballot-stuffing attack).

This study proposed two-phase security protection for objects in the IoT environment. This security
protection used two methods: authentication and statistic, to ward off attacks related to trust value

misuse. The paper is organized as follows: Section II describes the related works, Section III discusses
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the proposed method, Section IV explains the simulation result and discussion, and Section V

summarizes the conclusion and future works.

2. Related Works

A study conducted by Khan and Herrmann [5] utilized a border router to detect the malicious attacks
on IoT objects. Any object that passed through the border router could act as a trust evaluator for other
objects. The trust evaluator used a threshold value to categorize whether the evaluated object was
detected as an intruder or not. This method successfully exploited IDS mechanism, but it still required
an objective justification to obtain an optimum threshold value for trust evaluator.

Meanwhile, Kim and Lee [6] proposed trust management in IoT using authentication and
authorization methods based-on locally centralized. These methods were claimed to be capable of
preventing any distributed denial-of-service (DDoS) attacks.

These aforementioned two studies maintained the security aspect by trust assessment. But none of
these methods have been attempted to combine with the statistical model. This study, in turn, proposed
two-phase security protection for objects in the IoT environment by utilizing authentication and
statistical methods. Authentication method was used to handle the Sybil attack, and a statistical model
was used to prevent a bad-mouthing attack, good-mouthing attack, ballot-stuffing attack, and on-off
attack.

3. Proposed Scheme

The method proposed in this paper is the development of previous research, namely ConTrust
framework [7], a security framework concerning the trust assessment for objects in IoT. If referring to
the IoT layering scheme, then ConTrust is located between the application and network layers. It
consists of a number of logical functions to assist objects in determining other trusted objects. Trust
assessment conducted by the ConTrust model consists of current and past assessments to calculate the
trust value of an object given by other objects. The past assessment used in ConTrust refers to the

reputation value with a combination with the existing trust value as written in the following formula:

T(£) = (1—00). P () +oc. R(£) (1)

where T(#) is the total of trust value; a, weight parameter [0, 1]; h{j* (t), existing trust value; and R(t),
reputation value.

The details of trust assessment from ConTrust model can be found in [8]. Trust value is vulnerable to
be changed in which malicious objects can easily modify this value. To ensure the integrity of trust value
against trust-based attacks, we have improved ConTrust model with two-phase security protection. The
steps of detecting objects in attempting to launch some attacks in the proposed method include:

1. Group membership authentication using a Diffie-Hellman algorithm: The Diffie-Hellman
algorithm is useful for authenticating a group containing many members of objects. If the

number of objects varies, then the Diffie-Hellman algorithm can be adjusted in accordance with
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those numbers.

2. Trust value deployment: This process can be conducted only for objects that have been
authenticated using the Diffie-Hellman algorithm. The authenticated object can deploy trust
values to other objects based on the equations in the ConTrust framework [8].

3. Ballot stuffing checking: The detection of ballot stuffing attack was carried out using specific
graph theory. By limiting the allowed number of trust value given to an object, no object could

flood the trust value of others.
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Fig. 1. Network topology illustrated by a graph.

As depicted in Fig. 1, the network topology is illustrated by a graph, which can be expressed as:
G=(V,E) 2)

where V ={1,2,3,4,5,6,7,8,9, 10} and E = {(1,2), (2,1), (1,3), (3,1), ..., (9,10), (10,1)}.
V represents a set containing all objects in topology G, and E describes a set of connections between
objects. The object can deploy and receive the trust value only from other directly connected neighbors.

A group itself is illustrated in a sub-graph, as seen in Fig. 2.

10

Group

Fig. 2. Sub-graph of group A.
Eq. (3) is used to limit the number of allowed connections in a time range of t.

Cmax = T (3)

with €y, is the total of possible edges in graph G, which represents the number of connections of all

objects; n is the total members of V that represents the number of all objects in the network.
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The allowed maximum number of connections can be determined using Eq. (3). This value was used
as a reference to check the ballot-stuffing attack. Furthermore, an object could not give a trust value to

other objects in the network that were higher than the value of C,y, 4.

1. Bad or good mouthing attack detection: The attack detection process began by filtering a specific
trust value considered unusual, combined with the limitation of the connection allowed in the

specific period. The filtering process was conducted in the following steps:
(a) Computing the average of all trust values stored in objects in the network
= _ 1
T=_%LT, (4)
with T is average trust value and N is the number of objects in one network/group.

(b) Subtracting the trust value of each object with the average value or T obtained from the

previous step. Then, the variance was calculated using the following equation:

2 — Eliv=1(Ti_T)2

o ) (5)
N T2

with o is standard deviation value.

(c) The standard deviation was used to determine the threshold value, used to identify objects
regarded as good or bad mouthing attacker.
The maximum trust value (denoted as G), which was categorized as the good-mouthing
attack threshold was:

G=T+o ™)

Moreover, the minimum trust value (denoted as B), which was categorized as the bad-mouthing attack
threshold was:

B=T-o¢ (8)

Once the value of G or B has been obtained, those values would be combined with the maximum
connection allowed to an object to do the detection process of good or bad-mouthing attack. This value
of the maximum connection would be dependent upon how many objects were directly connected to

the object, and the equation used in this formula referred to Eq. (3).

2. Attack mitigation: If an object has been detected as an attacker launching a bad-mouthing attack
or good-mouthing attack or ballot-stuffing attack, then the object would be given a score that
banned it from giving trust value to others for a specific period. Moreover, the reputation value of

an object identified as an attacker was reduced as a punishment to the object.

4. Performance Analysis

We conducted some simulations to evaluate the proposed method. The simulations were performed
using MATLAB with R2015b version. The evaluation goal was to observe the robustness of the
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proposed method, where it was identified by the parameters of computation cost and security
requirements. The scenario used in the simulation was to place a malicious object in a group to give
some fake trust values to other trusted objects in the same group. The given trust value was varied in
which the one below the threshold value was to find out whether the proposed method was capable of
detecting bad-mouthing attacks. Another above the threshold was to detect good-mouthing attacks, and
the combination of those two values was to consecutively send to detect ballot-stuffing attack.

The authentication process was the first process without any effect on the trust value, but it affected
the security against the Sybil attack. Authentication executed to an object before trust value deployment
was suitable to filter an object that tried to use a fake ID to be a member of a group or network. The
Diffie-Hellman group authentication applied in this scheme did not use object ID, but private and

public keys in the authentication process.
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Fig. 3. Attacks result simulation. (a) Normal condition without an attack, (b) bad-mouthing attack, (c)
good mouthing attack, and (d) ballot-stuffing attack.

The trust value was more affected by the second security phase—a statistical model based on a
standardized deviation value. The threshold values of bad-mouthing attack or good-mouthing attack
were taken after several periods (f) to obtain an optimum threshold value. Fig. 3(a) depicts the number
of connections for each object that did not exceed the maximum number allowed, as described as the G
or B threshold. If the condition remained like this, then there would be no trust-based attack launched
in the group.

Fig. 3(b) depicts that object number two sent some values below the allowed B value. The amount of
connection also exceeded the allowable amount. This number indicated that object number two had
performed a bad-mouthing attack. In the meantime, the evidence of a good-mouthing attack was
detected when object number 4 gave some values that exceeded the limit of G threshold value, along with

the exceeding amount of the allowed connection limits as well. See Fig. 3(c) for more detail depiction.
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Furthermore, Fig. 3(d) displays the detection of ballot-stuffing attack using maximum connection
allowed for all objects. Object number three deployed the trust values to other directly connected
objects, and the number of connection was over to the allowed C..x number, namely 9. This value was
obtained from the number of other connected objects of objects number three, namely three directly
connected objects. The total connections made by object number three were 10, so the object number
three was detected for launching the ballot-stuffing attack.

Once the objects were detected to give some values in the category of bad-mouthing attack, good-
mouthing attack, and ballot stuffing attack, then those objects would be banned in terms of deploying
the value of trust to other objects within a certain period. In this case, this punishment was given to
object number two, three, and four.

In addition, the time required to simulate the proposed method was 0.229 seconds. This value
referred to the processing time for all functions run during the simulation. Thus, the total simulation
time needed for running the proposed method was dependent upon the speed of inputting the data of

public key, private key, and trust values for other objects.

5. Conclusion

Various security methods nowadays can be implemented to secure objects in IoT. This paper utilized
a combination of two existing methods: authentication and statistical method to enhance the security
aspects of the IoT environment. It also applied graph theory to detect some trust-based attacks by
limiting the number of edges allowed in a single graph.

The contribution of this paper is to provide an alternative solution for detecting trust-based attacks
on IoT objects. Even though not all attacks could be covered, the proposed method could handle
various types of attacks: bad-mouthing attack, good-mouthing attack, and ballot stuffing attack. The
additional security features that are more resistant to other previously mentioned attacks are a challenge

in the future work. Some mitigating efforts to overcome other attacks are also planned to be conducted later.
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